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SRR A, ZEWI. WAARERER. AERE. e ceilin, oy EREM
PRt 50, B iR i 2 b, AR IEAR S R M Ay, AR R
JUE A WS IR S B VS 2 N LAk, EulerOSJE I 248 H EHEAT WA 2%
By, T AT RS

2% R 2 A, RIS S AE RS P 2 4
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| Z AR A B AS

1.4 HaREiESR

X SRS e R AR AR T 240 S T AT AR i T

AT B AR F R A M S e 2 1ES LR,

*1-1 ERRIEE R

RNHES FILER 3£ FR
ACL Access Control List Uy I | 71 %
CRC32 Cyclic Redundancy Check PEIR TR
DAC Discretionary Access Control H 3= U7 1A 2 il
HTTPS Hypertext Transfer Protocol over Secure | %4HTTP

Socket Layer
IDS Intrusion Detection Systems N2 R R 5
IPSEC Internet Protocol Security Internet % 4> FpiY
LSM Linux Security Module Linux‘% £ HE4E
MAC Mandatory Access Control S i) 42 o
MD5 Message Digest Algorithm T B SRR TR
MOR Memory Object Reuse W A7 254k 5 H
MTBF Mean Time Between Failure - Yoyt B I (]
PAM Pluggable Authentication Module CIEGP AT 52
RAID Redundant Array of Independent Disk PRSL TR WEEL RS
SAK Secure Attention Key AT
SHA Secure Hash Algorithm %4 HashH ik
SSL Secure Socket Layer GEBEE
TLS Transport Layer Security i3 ey
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EulerOS V2.0SP2 %4 %k} 2 AN E e

2 ZEEREIER

A Fe A iR BulerOS 28 45 1 22 4 i [3] 28 e A ] 7 7%
2.1 #4E R G000 [E Mk
AN BulerOS R GEEAT NG A B . 7 RAIFZI0

2.2 BRI T[] s
I [ S BB S AP T [ BEAS v U B T BRI ] SR o AT A 43 5% TR A S
(R 3G, BRIAIN [ S AN B 2 2.

2.3 [
I SCAERLURR S SCARTumask i & 3o

2.1 HAE RGBT

I 23X EulerOS 22 ZEEAT INIE 1) H . 7 S22

2.1.1 INE B/

BAERGIENGE R RGN, AME SRR RIEN EL, REMER
ARG ARGl BERG ERSMNA], BEASRGE RSB, PUENE. WA
VERTAT e, AR T HRE R ST, B 7RI R G 2 e f/y, Ul = T
(I 37 T BOR BHLLE 8 2 M 35 S 0 285 B R GE I MLy, R TovR T /2 2 4 /5K 1Y o

Rt TEXS R RGHAT 2 NE, WEEhE. SBRen R, HE i 2e
P, TR ZES .

212 MEF R

A E A EulerOS ) 22 AN J5 58, AN s 2NN i i 7%

MEF

EulerOSER N FE 3 R 48 22 4= N[l fsecurity-tool,  1E 2225 2B 22 e N R 55« RGAE
IR BN 3 384T 2 N R SS, $AT %24 SR L E
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EulerOS V2.0SP2 %4> %k}

2 AN ERAE TR

EulerOS R i in [ 4 28 273 LA R 5B 7

MERE
o RLiMi
o SCHHRUR
o WHZY
® FAUAIE
o kEn%
2.1.3 fnE S0

A0 SCPFALRR K 04T 1 22, AT i AT (8 ST AR B, S
T ARG SR, X5 TR iR 2-1 R .

= 2-1 MNEF2 0015t ER

S5 pi|ERE:pu Viilk3 20

TR | S7R AR RRETNRES, 7/ | HP KN AARETRFR

Ryt R | e BB I, FHFIeEsR
UL tho

Y Al Pl SSHA &, 8B BT A b /ete/profile
LA B TMOUT 5 F4 F=/ete/ssh/sshd_config T
#49 ClientAlivelnterval F £ M AME F 240~ 69
e, HaTH3004).

O4EHE | DA KER/NNNL, NARDEUERE | RETHEH AR E

B ] SRS NINCESS NI (& Stk 7 sl Rl I D B R R B R E S
o HREIREER,

BROEERE | MHPERRGER, OLESREINR, | HPARBEERRS,

WO 0223 | IR BGE30085, BUE NI A RE S | WP B 5 25 U300

e R4, B

F P ERGA B ATE B A umask{E 8077, | B P BRI R SR B 0ddE

umaskfE R | F P BIEESCAFIERUAR 5600, H AL | € S8l H s AR -

il B 4700,

FAEBOH | 1A SO & E I 2 Mete/ FIA a5 P B8 %
login.defs SCAFSEEL, MMEERME N4 | B, $&7R 14 B FEom |
BRARIHOR, MBS AR | ERES, AMESITEE
(B RIS 1B 90, AT AR a8 m KRB | EA RSt
N

st FRPRE | sudg &M TEAFRK A ZETH. AT | FEk -~ H7sui 2%
WoR R@ L at, FLEXsufr SR8 | W, SAUMAwheel #4074
BTG, W R rootflwheel#E4L | 7] Phsuflih.

(R A P sufim 4, BRI ALK 7 45
Mo

2% 1kroothk | 15 B /etc/ssh/sshd config LA FH = 75 B A A ad K

FE$SSH | PermitRootLogin B IME Ano, T | SSHE X5, Ut £root

FRARG A8 Frootlk /7 H3SSHE K R4 . M
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hnE Jn [ Fik Vliikid A

SSHE®IN% | SSHARSS IMACsHICiphersfic &, 2% 1k M iTwindows N & FH 564y

Bk XfCBC. MD5. SHAIRIEMHE, & | (IKHRA Xshell. PuTTY A
MONCTR. SHA2E W, ¥ ¥Faes128-ctr. aes192-

ctr. aes256-ctrv hmac-

sha2-256. hmac-sha2-512
HiE, R HIELIGIE

SSHE 3k 24 HITE L, 1
18 F BB PUTTY (0.63
FRALL L)« Xshell (5.0
WA e UL B 5k

2.2 BRI N [E Sehg

Jon ] S s i L S S A o LG 1 BROA RN 0 SRS o AT o 2 A TIBR A S S
(R S0, BRIAN I sk AR B e

2.2.1 R%RSS

2.2.1.1 fNE SSH BRS%

izd:):
W E R G E ] OpenSSHIM I (535, NIEZ S .

SSH (Secure Shell) J& H I AI5E, & A FE e 21k A H A kX 48 Ik 554 11k 22 4 P AR
B (AWM. A F SSHEIM AT PAAT R4 B 1078 R 85 PR R A )45 B B 1) i, 3 3 SSH AT A
Xt T E AL H R R AT s, FEBG 1L DNSHR I FIPHR B« OpenSSHZSSHYMI ) 4 2% T
PSR

INESSHARS:, Zfa1BEaSSHRS H I E, RIRm RS 24, F2-20 VEGH D
BN ST BRI TR, SRR HA i ] 35 ) B A Y B

AR

BRI Aw B o TSR PSR

¥
&

® I 55 i o [ S
2T EulerOS 22 G0 SSHHAR 55 RN [E] SR W3R 2-2 s o 3R v B A T ] J5U44) 7E SSHIF)
Hc & S /etc/ssh/sshd_configH.
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EulerOS V2.0SP2 % 4: %k} 2 AN ERAE TR
3 2-2 SSH R 55 BRI N EI SRR 15t AR
RERIRER &5 MmERR | &
W&
W Al FH SSHEM ) A A Protocol 2 X86 64, aarch64.
HMI. Baselmage
B ESSHARSG I HEIA, fn | SyslogFacility | AUTH | X86 64. aarch64.
] SR W b A BN HMI. Baselmage
“AUTH” , BAUERH
W EIdxsshdH EH EHIJZK | LogLevel VERBO | X86 _64. aarch64.
SE HMI. Baselmage
WHEMHSSHER/G, Aeffi | X11Forwarding | no X86_64. aarch64.
F ETEAL S 1 HMI. Baselmage
= NINTE=S N/ € 1| MaxAuthTries | 3 X86_64. aarch64.
HMI
6 Baselmage
WEAS AL, PubkeyAuthenti | yes X86 64. aarch64.
cation HMI. Baselmage
WEEBATHAARSAZLS | RSAAuthenticat | yes X86_64. aarch64.
Bk ion HMI. Baselmage
BB & A H rhosts SCA-Fl IgnoreRhosts yes X86 64. aarch64.
shosts LA #EAT46IE . rhosts 3T HMI. Baselmage
- Fshosts U FH T1c 5% 7T LA
U ) I AR T EN LI T A4
JRBRI & 7 4
BB A& 58 H 2L Frhosts [ RhostsRSAAut | no X86 64. aarch64.
RSABEZ A UE. rhostsIC | hentication HMI. Baselmage
s AT AV Iz A2 v EAL
HTHRNLA SORER & e 44
WERGMHET EVLHE | HostbasedAuthe | no X86 64. aarch64.
WEe T ENMICUEZIET. | ntication HMI. Baselmage
fEAEE WL AT AT FH 7 #
Al DA A SSHiZE 42
2% 1Erootlk P E#SSHE 5 & | PermitRootLogi | no X86 64. aarch64.
Gt n HMI. Baselmage
iRA
&5 & A 4% Arootlk f i@ i
SSHA 5k & %, 148 /etc/ssh/
sshd_config S 1484
PermitRootLogin 5 £ 69185 7
Y€So
WEAEN VNS RATH PermitEmptyPa | no X86 64. aarch64.
I SERE sswords HMI. Baselmage
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EulerOS V2.0SP2 %4 %k} 2 AN E e

R RA hnE MER | =&
WE
W B A RN ~/.ssh/ PermitUserEnvi | no X86 64. aarch64.
environmentf~/.ssh/ ronment HMI. Baselmage
authorized keysH 1% i€ 1758
LR
T B SSHEHE L in % 53% | Ciphers aes128- | X86 64. aarch64.
ctr,aesl | HMI
92-
ctr,aes2
56-ctr
B 2R G55 AR5 R I I [7) ClientAlivelnter | 300 X86_64. aarch64.
CRAZFD) o fRERS T | val HMI
RUSCEIR B 5 i 1) 8
T 7 T 32 4 0 Baselmage
WEER . ¥R E | ClientAliveCou | 0 X86_64. aarch64.
ARG, B mECE TR | ntMax HMI
RBOLE|— 2 H, EEAB
bt - 3 Baselmage
& SSH J5 o7~ {5 & | Banner letc/ X86_64. aarch64.
issue.net | HMI
none Baselmage
VB SSHAE 250 HI s 75 5% | MACs hmac- | X86 _64. aarch64.
sha2-25 | HMI
6,hmac-
sha2-51
2
W B SSHAE RS S iE SR Z T | StrictModes yes X86 64. aarch64.
s kA A FPHOME H s il HMI. Baselmage
rhosts U AL R A A AL
1 FHPAM & S AAIE UsePAM yes X86 64. aarch64.
HMI. Baselmage
WE &R SV TCPH & AllowTcpForwa | no X86 64. aarch64.
rding HMI
yes Baselmage
sftp H &2 5% 4, 1C5KINFO | Subsystem -1 INFO | X86_64. aarch64.
Zn A SANE H & sftp /usr/ -f HMI. Baselmage
libexec/ AUTH
openssh/sftp-
server
WE S RVFSSH Agentf% K | AllowAgentFor | no X86 64, aarch64.
warding HMI

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A F 13
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2 AN HRAE TR

SRmE AR

HRE%

INERR
WE

i

yes

Baselmage

BEE RS VFIER B K
J ity iy 1

GatewayPorts

no

X86 64. aarch64.
HMI. Baselmage

Tunnel 13 7% /& 75 70 VR FH

PermitTunnel

no

X86 64. aarch64.
HMI. Baselmage

B SSHE PIAT Bk

KexAlgorithms

ecdh-
sha2-
nistp256
,ecdh-
sha2-
nistp384
,ecdh-
sha2-
nistp521
,diffie-
hellman
-group-
exchang
e-
sha256,
diffie-
hellman
-group-
exchang
e-
shal,diff
ie-
hellman
groupl4
-shal

X86 64. aarch64.
HMI

1] eg
Jetc/issue.netZFK I H “ Authorized users only. All activities may be monitored and reported.”
® ) i I SR

LT EulerOS R Gi X SSHE = i 14 I 5] SR AR 2-3 s . & Hp T3 in [ 151341 £ SSH
HIBCE A “/etc/ssh/ssh_config” H1o
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EulerOS V2.0SP2 %4 %k} 2 AN E R

Hitt =2 Eil

3% 2-3 SSH Z& Fim ZRA 0 [ SR B 1 BF

RERIRER i 75 MEIRAE
W ESSHEHA #H | KexAlgorithms ecdh-sha2-nistp256,ecdh-sha2-
S nistp384,ecdh-sha2-nistp521,diffie-

hellman-group-exchange-sha256,diffie-
hellman-group-exchange-shal diffie-
hellman-group14-shal

A HDNSE | VerifyHostKeyDN | ask
HSSHFPHEIHIC | S
K EHostKey

(AR

T AR R dh A B AT E P IR B =T F P AR o TR, R KA 2 REERCK
% 79 1536bits.

SSHAR S AN AT 45 5E IPHb L
HF e g, @i A FSSHARS I, ANAE 2 75 TP b AT 452 iy, 1A
FEiNr0.0.0.0, A& /ete/ssh/sshd_config A H [ ListenAddress At & I .

a. fB%/etc/ssh/sshd config A4
vi /etc/ssh/sshd config

BUARIT:

ListenAddress 792. 168. 1. 100

[REETY
P 1A192.168.1.100 4 1), = S T ARAEE IRF B E .
b. HEJASSHARS

systemct]l restart sshd. service

FR#ISFTPH - Fom i H 515 ]

SFTP/EFTP over SSHIKZZAFTPHMY, X117 I SFTPIHI A S @ UE & FHIK 5,
HEe BB N EctE, ANREH TSSHE %, [AIES X SETP ] LAV; i) i) H sk 3E47 IR
&, Bk Hm B, BB BT

(T en

sftpgroup A <11 Al 7 41, sfipuser =5 A F %o
a. QIESFTPH -4l

groupadd sftpgroup

b. AIESFTPH H %

mkdir /sftp

c. [EIASFTPIR H 3% & EABR

chown root:root /sftp
chmod 755 /sftp

d. GIESFTPH

useradd —g sftpgroup —s /sbin/nologin sftpuser

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARATIR A7 15
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2.2.2 LR

e. HESFTPH K4

passwd sftpuser

£ GIESFTPH ) FEHS%

mkdir /sftp/sftpuser

g. EEUSFTPHI ™ EA% H 3@ E AR

chown root:root /sftp/sftpuser
chmod 755 /sftp

h.  1&/etc/ssh/sshd_config 3L
vi /etc/ssh/sshd config
(EBSESI I

#Subsystem sftp /usr/libexec/openssh/sftp—server —1 INFO —f AUTHH
Subsystem sftp internal-sftp -1 INFO —f AUTH

Match Group sftpgroup
ChrootDirectory /sftp/%u
ForceCommand internal-sftp

(Msten
Yulk & B ATsp Rl F 9B P 4, XA —ABEG, B P RAM AR T,
i.  HEJESSHRS

systemct]l restart sshd. service
SSHIZAEFMAT A 2>
OpenSSHi# FMLH, TEZFEPAT AT 2H, BOIAATTRtty, WIRPAT 7B 4y
L, W EE .. WTeeFE, EIH P IN-osT, RS SR LA,
wr:
ssh -t testuser@192. 168. 1. 100 su
[BAFT:

192.168.1.100 % 7=|1P, testuser 7 =1 A F o

2.2.2.1 ENXHHMNRAE

A

¥
pes

24|

TE2

LinuxR fr A RACA RSO A, BME—A B S B 1R R 8 2 A HAl S 1
KIS Linux A5 52 H0E SO H S 2 e SOPRRTH ety 2 22
T A SR AN SR ARIIE -

ZBRAHIE R RGP H 3 AT HATSOEARC BB E T AR A 3 .

BEHCCARR . PA/bin H 351, BRINSRICRZ AR B IR BN T55

chmod 755 /bin

B E T .

chown root:root /bin

— ok
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2.2.2.2 MR T E T4

15 FA

RGUE M BAEMIER I, AEERE SICMIERIZ A BTl SRR i . i RS S8
QIR SR R A%, W P S A AR T AR SO, B0k

WSS A
ST
BB 4 “find/ -nouser” B IDAMELERI SR, FF SO B -
2 Eid @4 “find / -nogroup” B HBFAIDALEERI S, F I ESCHMIER -
R
2.2.2.3 BT HEREH
EA
AR MM SRR, WTRESPORRE M PRI, R G g atE.
SCIR

HE @ A S ER ARG P BT

find dir —type 1 —follow 2>/dev/null
(D zem

dirh# % B F9 84k, BT ERRERLAMEE: /bin. /boot. /usr. /lib64. /lib. /var¥.
B2 WRHE AT ELRER, nhdE W a2 MIER .

rm —f fileX

(AR
fileX B 4 & B13k k09 AF %

G

2.2.2.4 K ETFiHIZAY umask B

)
umask{E F >k 87 G g () SO AT B S B AR . a0 S 3 e umaskfE, AR B
K EEERTENE, FAE—ERRKE. sFrEREAsmR2a B IMRS, IERGR
PAFERZ R B P BE R AR SR . N T $e s e dERE pr 0 & SO B e 22 4
P, % E Humask{E 80027, umask AR IRAPRP) “HML” , umask{ELFALFR 145
H 52 10.2.3.2 umask{B & X .

SCIY

TENC B S /ete/sysconfig/init T3 —4T: umask 0027,
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2.2.2.5 HIFRIERNCH BRI EREMH

5t EA
LRGSR RS TR E B, e RS e R
S|
ST P25 R2G00 ra A RS S
find / —type d \( —perm —ot+w \) | grep -v proc
find / —type f \( —perm —o+w \) | grep —v proc
B2 BRIV I FTA SCHECRE RS WAL SCHEFT B 60T DLHEBRTEAL),  MHI R ST Bk 2 4
HAeRWERBR. H T a4 2R
chmod o-w <filename>
R
2.2.2.6 BRI at @S RYE AR
8
atfn 2 H TR 2 i 8] B S HUT IS . T m P iE it atdy 22 TR, &
KRG Yy 2Bk, TERE e S P .
S|
SB1 MBR/etc/at.deny LA
B2 H/etc/at.allow ] LA JE T i A root:root.
chown root:root /etc/at.allow
T3 & fill/etc/at.allow [ AR, AN root I #1E .
chmod og-rwx /etc/at.allow
e
2.2.2.7 PR#l cron <RI AR
B
cronfiy & H T RIEBATHEAL S . A RAEE M il cronin & % HE TAE, ERARARL X
Bk, B4R I Z a2 H
SCIR

SB1 MIR/ete/cron.deny L1 .
182 W/etc/cron.allow] 4 & 3 B Aroot:root

chown root:root /etc/cron. allow

B3 Fiil/etc/cron.allow [ SCAF AR, (X root ] 2 4E .

chmod og-rwx /etc/cron. allow

ok
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EulerOS V2.0SP2 %4> %k}

2 AN ERAE TR

2228 A/ EEZAMEENEY

PR

g
s

FR1

TE2

FEER AT DHER . 2o RS B SO H sk, 9 TR RS H b i
SCAEAD H SRA 2 PR RMER,

WRERTEH .

i EON AR BRI IR E AR

find / —type d —perm —0002 ! —perm -1000 -1s | grep -v proc

NART S H IR E AR

chmod +t $dirname

G

2.2.3 NS H

2.2.3.1 IEAR#%ZE#H

1 EA

¥
pes

W% SR E B BTN RSB PIRAS . AR BRI PRl IO EL I R GedE ], X — R 40H%
H AR s B, I RERFIE B IS R B A T E A S L RIS ERIE RS

AR Hen: R B B LT, T AR R R G L At

AR

Baselmage % A *F P9 4 A 4 it

T o

BT KR 2-4 N [E IS N ete/sysctl.conf A H .

AR

BN XA T

net. ipv4. icmp echo ignore broadcasts = 1
net. ipv4. conf. all.rp filter = 1
net. ipv4. conf. default. rp filter = 1

R 2-4 NS HNE RAG LA

Mok A2 75 55 1 R AT R
AR A P 25 2 PRI bk
A o 7 2 3R

RVt EA 15 BN | =&
=1
B ZICMP) 1k net.ipv4.icmp_echo_ignore | 1 X86 64,
o S AAEESZ . | broadcasts aarch64. HMI
IS UEEHE G FH A SEBRIE | net.ipv4.conf.all.rp_filter 1 X86_64.

aarch64. HMI
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EulerOS V2.0SP2 4 %} 2 LA N R R
TREE A &l 15 N | =&
B
BN o JNfE SEEE A S | net.ipv4.conf.default.rp filt | 1 X86 64,
Rz 5. er aarch64. HMI
IP Forwarding FJ fH (kAR #% | net.ipv4.ip_forward 0 X86_64.
B TP (11513 22 W) aarch64. HMI
2% . Nl g N EE R Z R
L
accept_source routefi 70 net.ipv4.conf.all.accept_sou | 0 X86 64,
VFEOHE B 10 KI5 18 B0 | ree_route aarch64. HMI
AR AERE, PLRIR _
)48 e B | netipvé.conf.default.accept | 0 X86 64.
(R4 . ] Sfmg 2k _source_route aarch64. HMI
2R .
e KIZICMPE E[M#ik | net.ipv4.conf.all.accept red | 0 X86_64.
o hnIE SEHE AR IR R irects aarch64. HMI
net.ipv4.conf.default.accept | 0 X86 64.
_redirects aarch64. HMI

S ICMPE E [ 3C | net.ipv4.conf.all.send redir | 0 X86 64
RIEBHMEN. RAEY | ects aarch64. HMI
FEHAE N, NS A ,
TAENE . hNE SR Sy net.ipv4.conf.default.send r | O X86 64.
I edirects aarch64. HMI
2 iE FIICMPE net.ipv4.icmp_ignore bogu | 1 X86_64.
i, AofHidxEH S_error_responses aarch64. HMI
H, R KRE R
B o T SR S JE F 1%
T o
SYN Attackse —Fulid 5 | net.ipv4.tep_syncookies 1 X86_64.
H RS TRIA RS H S aarch64. HMI
(FDoSTr o il HEHE Ay
FFJATCP-SYN cookief#
.
hnlEdmesgfE S, XY | kernel.dmesg_restrict 1 X86_64.
EMNEE. aarch64. HMI
AR BEAR G kernel.sysrq 0 X86 64,
AR aarch64. HMI

BE R A, B#LE

THABRE 4B NET

RO, HERAMK

ZAM,
WHE ARG BCR BT | net.ipv4.conf.all.secure red | 0 X86_64.
FEHLFICMPEE [IJH S | irects aarch64. HMI
M BRI R 31 2 R
M 5 b B ICMP H SE [7]
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EulerOS V2.0SP2 % 4: ¥k} 2 AN ERAE TR
SRR yi| R RN |
&
WHE . TNE SRS AR HET | net.ipv4.conf.default.secure | 0 X86 64
o _redirects aarch64. HMI

B2 Jndsysctl.conf AR B I NIZ S

sysctl -p /etc/sysctl. conf

R

® netipvd.icmp echo ignore all: ZHEICMPiE K,

H =B E, EVOTRI CHRrBOMEAN0, JHRRHMEBRIND -
BT Ja 2 20 A FR 2 i icmp echolis K £(2 S BUWLAS ikpingil), EUH]

JUORRAE S PR R 37 55 R A2 5T 3 BRI

® net.ipv4.conf.all.log martians/net.ipv4.conf.default.log martians:

JE BRI R H B e k.

XF T4 8 AR RS

T za%E, EVOTEI CHRrBMERN0, JHRRHMEBRIND .
HAEIF R JE =il i A A SC VR RO HUAE O Bt 2 A% H SR, AErE et B SRS, i

WOH P AR SRR FH 17 55 e a2 75 1 JE e T
® netipvd.tcp timestamps: K Htcp timestamps.

HTzaE 8, @O Hep_timestamps CHRTERIME AL, KEAMRE N0 .
(B R PRI 2 i TCPRE I B A AR RE, ORI P AR SRR A Fl 37 357 i 2

KA LI

® net.ipvd.tcp_max_syn backlog: i€ T SYN _RECVARA&BAFI & .

BZHUE T SYN_RECVIREBIIHECE, B XA, RS A R
TCPHERLINR, —EREE LR LABTIE RGETIRAE o d W0 P AR 3 S A Y 37

SAEESENE.
2.2.4 FEBLUAIE

2241 BEMERIEEFHNESER

A
WEMBRREERNESEL, HTESFHARG AT RS ESES, R
ARERAN ARG e 2 BRI, WRBHISE R BGE# o (RN T DARGR 2R e 204 K LAt
RGMEE, LTINS KGR B RS

LI

ZW B AT LA E M ete/issue.net ST N B ST . K /ete/issue.net LA R A A F B ity

WHER:

Authorized users only. All activities may be monitored and reported.
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2.2.4.2 @53 CTRL+ALT+DEL H&REB RS

i FA
BE R BB E I Cul+AltrDel & 83T B 5, 22 bz IRe 14 mT DAR 1k R R4
VBT T B % 2% .
LI
I B iz N A keyboard [ Crl+Alt-+Del 2 A8 i 5 bR H5 A 1k o
(R
do T XA G R B AXENIES)E AR, &% O kR CrltAlt+Del A 5438 4E, B L%
(e :

/etc/systemd/system/ctrl-alt-del.target
/usr/lib/systemd/system/ctrl-alt-del.target

2.2.4.3 L ELinH B R A8

JiEH
TNEE WA 2 i B iy, ATRE R fu Rk R g% 4. LR B & mfE 7 1biE
fr— B a) JE e B ZhiB .

SEHL

H 218 i [8] B /ete/profile AR FITMOUT 7B CFRA7RFE) #il], 18 /etc/profile & 3B
I N ECE -

export TMOUT=300

2.2.4.4 % E A PHYERIA umask 1EJ7 077

i EH
umask{E A T A H P B0 SO AT B s B VA B . iR umask FE W B it ~, &
fERELH R P sl H At H P IRUR ISR, 8 RSk i . HIL& E A P BOAR
umask{E 0077, BRI AR H S EGARR A700, SCHFRFIERARR 4600, umask{E
RBMIRARET “HMDB” , umask{E AR 35 751515 S 112.3.2 umask{E & Y.
LI

BB )77 /etc/bashre. /etc/profile.d/H 3% AT A XN “umask 0077”7
echo “umask 0077” >> $FILE

([ sseem

SFILEAG L@ P £ 69 X % o

B2 WE DRI SIS )8 3 yroot,  HE4L Aroot.

chown root.root $FILE
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ARETE

SFILE#S ¥ 1P f K 69 4+ 4 .

G

2245 % E grub2 MEZEAS

PR

GRUB#&ZGRand UnifiedBootloaderfI4i 5, ©&—MEERG B AEHEE, HX5IFA
M %24t (Wwindows. linux) , grub2;&grublf Ttk

AGREN, W LGEE grub2 A IIB RS R S EG TR IR R GRS S B A
BB, F 2N grub2 S BEAT I XS A I8 i grub2 14 AT LR A REfE U
EHZHL

(Msteg

grub2 Bk iki% & 69 0 4 R Huawei#12, EBUH P B IRB 5 7K BN F AL 5 2 0 2 47, 8k 5o 08 A n
BB, BRAERRARER, FREARBHFT.

X86 RIS
S ¥ FH grub2-mkpasswd-pbkdf2 iy 4 A= BN 2 ) 4

TR

$RR3

(AFT
grub27e 58 F ik 4¢ FshaS12.

[root@localhost ~]# grub2-mkpasswd—pbkdf2

Enter password:

Reenter password:

PBKDF2 hash of your password is

grub. pbkdf2. shab512. 10000. D0649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BE49ES 7C5441C89FICI E29A88
BBDC05584706C8IFSFEBSAZ84A8A85 738058A15F21A86240464E34. CCODS36DF0418B75C34351B635BF209E05B025038244
OCTFEZ290843287925E0221860080318EC5A8CE8D796B29A2C73C6623B6EAAEO4FFSS40EEOFCEDASC29C46

(AR

#£Enter password#=Reenter password#ir A48 F] 9 & 45

grub.pblkdf2.sha512.10000.D0649C25C42DA547B794D683974DE105D0F0899C1EFA4AD34BE49ES
7C5441C89F9CIE29A88BBDC05584706C89F3FEB5A284A8A85738058415F214862A40464E34.CCO
D536DF0418B75C34351B635BF209E05B02503B2440C7FE290843287925E0221860080318EC5A8C
8D796B2942C73C6623B6EAAEO4FF8840EE6F CEDA3C29C46 7 Huawei# 1242 if grub2-mkpasswd-
pbkdf2he 3 J& 494 i, AR E LR,

[f1]/etc/grub.d/00_header < FE3E Nl T 5 B :

cat <<EOF

set superusers="root”

password pbkdf2 root

grub. pbkdf?2. sha512. 10000. DO649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BEA9ES 7C5A41C89FICI E29A88
BBDCO5584706C89F3FEBSA284A8A85738058A15F21A862A0464E34. CCOD536DF0418B75C34351B635BF209E05B025038244
OCTFEZ290843287925E0221860080318EC5A8CED796B29A2C73C6623B6EAAEO4FFSS40EEOF CEDA3C29C46

EOF

(ARFT:
superusers F B A FiX B grub2 92 R E R K P %o
password pbkdR2F B G 69453, FINEHAgub2e9IK P &, H2NRIZIK P 69 o 4% & Lo

AT grub2-mkeonfigd 2% IR AL
grub2-mkconfig —o /boot/grub2/grub. cfg
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ARETE

/boot/grub2/grub.cfg 2 grub2 &9 it & X 4+,

s

ARM ZESEI AR

T

T2

1% F grub2-mkpasswd-pbkd 2 iy 2 A B0 % 1 114
[ Dsem

grub27m 57 5 k4% Fsha512.

[root@localhost ~]# grub2-mkpasswd-pbkdf2

Enter password:

Reenter password:

PBKDF2 hash of your password is

grub. pbkdf2. shab12. 10000. D0O649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BE49ES 7C5441C89FICIE29A88
BBDC05584706C89F3FEBSA284A8A85738058415F21A8624A0464F34. CCOD536DF0418B75C34351B635BF209E05B02503B244
O0CTFE290843287925E0221860080318EC5A8C8D796B294A2C73C6623B6EAAEO4FFS840EE6FCEDASC29C46

(steg

ZEEnter password#=Reenter password#it A48 ] 89 2 4~ ;

grub.pblkdf2.sha512.10000.D0649C25C42DA547B794D683974DE105D0F0899C1EFA4AD34BE49ES
7C5441C89F9CIE29A4A88BBDC05584706C89F3FEB5SA284A8A85738058415F214862A40464E34.CCO
D536DF0418B75C34351B635BF209E05B02503B2440C7FE290843287925E0221860080318EC5A8C
8D796B2942C73C6623B6EAAEO4FF8840EE6FCEDA3C29C46 7 Huawei# 1242 if grub2-mkpasswd-
pbkdf2he 5% & &4k, AR 4 69 % LRFl .

18 Fvi T 4T JF/boot/EF1/grub2/grub.cfg i F 44 A B 38 it T 5 Bk«

#
# Sample GRUB configuration file
#

# Boot automatically after 0 secs.
set timeout=3

# By default, boot the Euler/Linux

set default=euleros—cl0

set superusers="root”

password pbkdf2 root

grub. pbkdf2. shab12. 10000. D0649C25C42DA547B79AD683974DE105DOF0899C1EFA4AD34BE49E87C5A41C89F9C1E29A88
BBDC05584706C89F3FEB5A284A8A85738058A15F21A862A0464E34. CCOD536DF0418B75C34351B635BF209E05B02503B244
0C7FE290843287925E0221860080318EC5A8C8D796B29A2C73C6623B6EAAE04FF8840EE6FCEDA3C29C46

function load video {
if [ x$feature all video module = xy ]; then
insmod all video
else
insmod efi gop
insmod efi uga
insmod ieeel275 fb
insmod vbe
insmod vga
insmod video bochs
insmod video cirrus
fi
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[ARFT
® superusersF & T X Egrub2dy MR EF R GIK P 4.
® password pbkdR2FHE LK, FINSK Agrub2@ Ik P &, F2NNZK P G0 b E %

Lo
® L ATgrub2-mkconfig% 48 % grub2 ¥ ¥ % 3 69 4 4 B ATE R £ Frarm64.
R
2.24.6 ZLHAPEN
iRA
B PR Plroot B IR BEN , AN B E S, A ERRZ ek,
S|
1% B 0] DU I & M/ete/sysconfig/init SCAF A 25550 . FF SINGLEIE IUIE & 9 SINGLE=/
sbin/sulogin.
2.24.7 BIFZER B
15 FA
A EAG T, G AP DA E T B kSRS, AT H 58 RS 4
P,
S|
Z I E AT DL I & M/ete/sysconfig/init SO I A S . K PROMPTE AL #
PROMPT=no,
225 KFROS
2.2.5.1 R RG MK
iEA
B TH PP Ah, HARKSFRARGK T . REGEKPINARGNEREH, 24T 5%
ARG HAERAE, KR RGIK .
KR

¥ RGK S 1 Shelli& 24H /sbin/nologin
usermod -L —s /sbin/nologin §systemaccount

(seem

Ssystemaccountig F RIK F o
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2.2.5.2 BREIER su S HIK~
Wi RA

)

&

suir 2 H TIEAFIK P 2 Y. A T Rg 2t A 0B sumy 2 18 HBGHET
8], H e rootFwheel B K 48 FH sudn &, B i FLADR K A8

sui 2 FE 8 FH 32 ) A& 2 ete/pam. d/suSCAFSEEL, BB U -

#%PAM-1. 0

auth sufficient pam_rootok. so

# Uncomment the following line to implicitly trust users in the wheel group.
ftauth sufficient pam wheel. so trust use uid

# Uncomment the following line to require a user to be in the wheel group
auth required pam wheel. so use uid

auth substack system—auth

auth include postlogin

account sufficient pam succeed if.so uid = 0 use uid quiet
account include system—auth

password include system—auth

session include system—auth

session include postlogin

session optional pam_xauth. so

& 2-5 pam_wheel.so BE & it AR

B E N L))
use_uid BT 4 AT P uid.

2253 EOSELE
AP

i

&

WHE NSRRI E R
1. OAKEZEDINER.
2. DDA T ED3FMERFIAS:
— B/ —ANNGFh)
— 2/ =N REFR
— BN
— B MR ~@#S% &)=\ [{} ] <>/
3. ORI S B K-S M E S —FE.
4. AREBESONE ESTAE R RIHD 4.
FI A AN B e - L 1a) v

45 2 B2 1) 15 B 1l i 12 2 /ete/pam.d/password-auth il /etc/pam.d/system-auth S £ SZE,
[ (I
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2 AN ERAE TR

#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required
auth required
auth sufficient
auth sufficient
auth [default=die]
auth sufficient
auth requisite
auth required
account required
account required
account sufficient
account sufficient
account required
password requisite

pam_env. so
pam faillock. so preauth audit deny=3 even deny root unlock time=300
pam fprintd. so

pam unix. so nullok try first pass

pam faillock. so authfail audit deny=3 even deny root unlock time=300
pam faillock. so authsucc audit deny=3 even deny root unlock time=300
pam succeed if.so uid >= 1000 quiet success

pam_deny. so

pam _unix. so

pam faillock. so

pam localuser. so

pam succeed if.so uid < 1000 quiet
pam permit. so

pam pwquality.so minlen=8 minclass=3 enforce for root try first pass

local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required
password sufficient
password required
session optional
session required
—-session optional
session

session required

pam pwhistory. so use authtok remember=5 enforce for root
pam unix. so shabl12 shadow nullok try first pass use authtok
pam_deny. so

pam keyinit. so revoke
pam limits. so
pam_systemd. so

[success=1 default=ignore] pam succeed if.so service in crond quiet use uid

pam_unix. so

F= 2-6 pam_pwaquality.so B &R

B BN AR

minlen=38 KR 2/ 5 8 A

minclass=3 BV ENNC £ SN NC R S SN & 1
RER A5 AR =3

ucredit=0 A4S EAN RS F B

Icredit=0 HA A EAEREAN NG T8

deredit=0 A G SR M T

ocredit=0 FI A4 B AT AR R T 4F

retry=3 R et 2 ] LR3I

enforce_for_root AL B X rootlk 7 [FFEA AL

= 2-7 pam_pwhistory.so Bt & it A

BCEL

AR

remember=5

AN FefE e it 25508 I g 1R 1 4

enforce for root

AL B X rootlK S [FIFEA 2L
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2.2.5.4 % B OSHWH

1

¥

BA

4]

HTRFZEFEE, WEILSAZIVIRN0R, HRRT7 @R E ik 4.

4 RO F) 3 B a2 M/ete/login. defs SCAFSEEL,  IN[E AR 2-8F 7~ . KA ATH K
TR DA AR SC A ete/login.defs o 3 7 B B B2 I8 A8 OOiC B S 5E il

< 2-8 login.defs BC &1 FAFT 7R

RERULAR fnEm InEIRRIAE
RS PN PASS MAX_DAYS 90
PR AB B0 4 () B /)N 18] B s 1] PASS MIN_DAYS 0
F1 4 AT R a3 R 3L PASS WARN_ AGE 7

[RREY

login.defsZi% & Al F KT IRF 694, TREDAORAINEAHK., RRKEAHRF, ZIHE
G982 F StrootJl P ik 4w E/etc/shadow X A4+ 2 F A8 F) 69, W] A/etc/shadowBL B 4 4, BF/etc/
shadow 89 BL & £ 6 44 & T /etc/login.defs. 24 EE A F THE TN, ByobdHtmel L
58, TSR RN R o

2255 % BOSHMBE L

i

¥

EA

&

HTRFLEHE, OLARVFIISEERG T, NIZINERY . £ ER RO
WIS, AUERIA AT EE N . BOE DA BN L sha512. Eid FRBEE
LA R e 12 EE, RAE &% 4

14 BN By 15 Bl i A8 2t /ete/pam. d/password-auth Fl/etc/pam.d/system-auth 3C {4 5K
W, BEWT:

H#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam_unix. so

account required pam faillock. so

account sufficient pam localuser. so

account sufficient pam succeed if.so uid < 1000 quiet

SCR{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR 22 7 28



EulerOS V2.0SP2 %4 %k} 2 AN E e

account required pam permit. so

password requisite pam pwquality.so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory. so use authtok remember=5 enforce for root
password sufficient pam unix. so shabl2 shadow nullok try first pass use authtok
password required pam_deny. so

session optional pam keyinit. so revoke

session required pam limits. so

—-session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam _unix. so

= 2-9 pam_unix.so B E it AA

BLEIN iR

sha512 1 Fsha5 1280365 A% o

2.2.5.6 EREMET =R EHiE

i

¥

BA

&

AT R P 24, B A HAEBUE BE N3, B BT 4 2R geie 1 i - 1Y
H BN () 957088 (30080) o R BiE IE], ARATRIABCHE TR, BUE I ]
ANERLH P R R N T BTN RS, R IR IR S SRR A . i Rk
BT A R A B TR, IR R G A

445 2 B2 1) 15 B 1l i 42 2 /ete/pam.d/password-auth il /etc/pam.d/system-auth SC £ SZE,
[LER

#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam _unix. so

account required pam faillock. so

account sufficient pam localuser. so

account sufficient pam succeed if.so uid < 1000 quiet

account required pam permit. so

password requisite pam pwquality.so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory. so use authtok remember=5 enforce for root

password sufficient pam unix. so shabl2 shadow nullok try first pass use authtok
password required pam_deny. so

session optional pam keyinit. so revoke

session required pam limits. so

—-session optional pam systemd. so
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session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam _unix. so

# 2-10 pam_faillock.so i & 115 AR

BB UL

authfail HEPN M EDRRE N i D

deny=3 FH P 8276 57 R MR B I 3 Tk B A B E
unlock_time=300 AP S 130080 (IS4 .
even deny root [ R Hillroot I 7 o

2.2.5.7 & su &4

izl:l:
NT MR R G e et B “su” YDA I 2 ET P A AR B N A PR
5%, BulerOSCHGERIABCE., WEH PR “su-[user]” 347 H P14,

SCIR

I E B /ete/login.defsSEHL, BCE W :

ALWAYS SET PATH=yes

2.3 M

P EESCAFRU R 55 A umask B R 25 3

2.3.1 EFMBEFRIRE X

Linux 5 4t * ORI H SR T PR E i ﬁaLLﬁ%ﬂPﬁiﬁﬁI#?ﬁﬂ H SRREAT Uy 7] A1
fEo SCHFATH ST AR 22 R, R G RATHhAT =

A =M FEIZEAY A R SO AT H ST 1A
& UfRETAE: SUAFRAIE

o [/ HXMHIAEER - RANH
o HAhFT: IR E AER AN EHKIE .

SR H 3 RIRRR  SGaE sk DL 7 B
% ust/se IRLR M755, BBt o —idt g~ 111101101, & XanF:

®  EfU=AINRR ST ERIBR D AT, WIS, AT,
o A =AZ101RRFRAM P IBRy: Wi, ARE. AT,
® LU =Ar 101 R HAB T AR Ay AT, AATE L ATHAT .
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2.3.2 umask {HZ W
M PR E SR H SR, 2SR H R EAE A BUR . 1% AR Bumask{E
D (S (=PI
umask{BEACEF 2R AT “HMS” , BN H B f R PR AR Ik 2 umask (B 15 21 52 BRA PR

fH. ORISR AT 0] 5, H A s R AT e 5ol 447, Rl—
AN A B SE R E BUER H6669% Fiumask(B «  H 5% 1 SEFREE BUR 77798 2 umask{H
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it
o

=

AF WA 5 EulerOS R G HHAT I H W 22 &40 84E, 18 S4590 A\ RT3 T 22 4 4
.

3.1 AP REIR

APz P H R =ANZ K.

32 RAJE w4
A4S EulerOS R Gu it AT 1 2 A 44 4 .

3.3 W28 )2 22 4
AL X 5 K b X 2% 22 4 T B 2 A e R .

3A4EHE w4

MRYEY N BAE N NEH X RGN BT 1 22 4 P 4 .
3.5 KRG MRS L4

3.6 Bk

3.1 REHEPHE

IR 2 H A=A

3.1.1 ZEHIFER

B (5 B BOR K S R, A5 B ARG I ) 22 4 U R ™ 5, 8 4F RGu1E
NEBENMEEAGIZG, — BB, HEmilsLss W, RGBSR, S
HORAAEENBIR. B, FHEMNSAZIRE . 85 B RGN % 2 b b,
SRATA I PRIFE I L AL B2 P ] BEAF AE ) 2 4z )L, AT P17 T W 1 22 4
R o

AR IR S, AN R & TR RG %4, Wi, %1
SR 54 SRR SO R FI, G AU, RIRIE RS54 I
HIIEAT.

3.1.2 ST R R £ 4R

MR 2 Yy (X G E 1, 4B N AT EMAF RO 55 RGEHEAT 7 i
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RG=
R GEZEH A BulerOS HRTOSIRA,  RGUZE %A 4ed (0 H 12 PRI ERAE R T LLEH 2
17, DASZHEER RS AR A3 AT
RGEEF N EZEOFERGRS . KOS SRR WEZSH. RV
UL A 4
Y=
2% 2 22 A YEd (1 H 2 ORBERIT KBR I 2% 224 TR IER 81T, JHeMtinie G
HLORRERHEEH T WM. MK IEINSEThRE, (1% 7 EM 2885 4840
TERG %4,
W28 J 2 (1R 2 P — PR 2 R4 6 R BTN I 47 2 S BRAE 3 T H R St o
EEE

EHE SRR ERIEAOVE R, BT RR. EHR4ESW L EREANE
I o

32RGERE

A 5FEulerOS R itk 47 1) 22 A 4E P A o
3.2.1 RGEMKFH

3.2.1.1 EHMKEE (for X86_64, aarch64)
Mwen

LRI IR P2 “RB R WK, B P2 KEulerOSE, 7 “#pHddf” FfF et
T, ~FHARKF TR,

LAEI ORI ALK P B AIR3-1R  (LAISOTE kA7 B At 238

731 EHKFER
T = RE ¢ A R
root root B BE LK X86_64.
aarch64
bin bin bin/i F X86 64,
aarch64
daemon daemon daemon/ik /7 X86 64,
aarch64
adm adm admJi /7 X86 64
aarch64
Ip Ip FTEN R 55 X86 64
aarch64
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sync root 7] 42 Al 55 Tk X86 64,
aarch64

shutdown root RHLIR S IK X86 64.
aarch64

halt root KHUIRSS K X86_64.
aarch64

mail mail IS 424 e 55 e P X86 64,
aarch64

operator root AR P X86_64.
aarch64

games users gamesJiK /7 X86_64.
aarch64

ftp ftp FTPK 7 X86 64.
aarch64

nobody nobody nobody/k /~ X86 64
aarch64

dbus dbus dbus iz %5 ik F X86_64.
aarch64

sshd sshd SSHAR 45 F X86_ 64
aarch64

ntp ntp ntpHk 55K X86 64+
aarch64

systemd-bus-proxy | systemd-bus- | systemd-bus-proxyd/i F X86 64.
proxy aarch64

systemd-network systemd- systemd-network I}z 55 Ji X86 64,
network aarch64

tss tss tesd Ix 55K X86_ 64
aarch64

pe pc rpebind I 55 I X86 64,
aarch64

polkitd polkitd polkitdfii %5t X86 64
aarch64
unbound unbound unbound-anchor 5 i aarch64
gemu gemu gemufH aarch64
sanlock sanlock sanlock i 55 K 7 aarch64
radvd radvd radvd /IR 55 ik 77 aarch64
rpcuser rpcuser rpe-statd JIf 55 7 aarch64
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= R4 T PR R
nfsnobody nfsnobody nfsfk 55K aarch64
avahi avahi avahi-daemon /55 ik aarch64
chrony chrony chronydfi %5 i X86_64.
aarch64
libstoragemgmt libstoragemg | libStorageMgmt=~ $ it F2 0K F X86_64
mt
3.21.2 EHMKFFER (for HMI)
AN LB LK P IS R UIER3-2T R~ (LAISOE kAT 2 At 2235 »
<32 FHKPESR
= B4 T PR BN
root root TR 2 3L O K P JEH
cloud-user cloud-user cloud-user/lk J* Ja H
AR

EZHFT, AT E%%E,

cloud-init 2% .k 7 root I /& [t &

%, ¥ E & Fcloud-user (A P &+T

BE X)) R AN L E DI
bin bin binlik J 25
daemon daemon daemonli 2 H
adm adm adm/i J 2 H
Ip Ip FTENR 55 K 7 Z2H
sync root I 20 e 55 g s
shutdown root KA K 23
halt root PN I 4%
mail mail IS i 25 K P 4%
operator root BEAENK P 25 H
games users games/iK 7 25 H
ftp ftp FTPJK /- 2H
nobody nobody nobodyiK AEH
systemd-bus-proxy | systemd-bus- | systemd-bus-proxyd/i F H

proxy
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= R4 T PR B/
systemd-network systemd- systemd-network iz 55 i J 25 H

network
dbus dbus System message bus/iK /7 ="
saslauth saslauth Saslauth [ 451 = 23
mailnull mailnull sendmail fJx 55 ik A5H
smmsp smmsp sendmail Iz 55 ik A5H

3.21.3 EHKFEE (for BaseImage)

AR R ML SIS R UIER3-3FT~  (LAISOE kAT 26 hl 22 3%) -
< 3-3 ALK ER
= B4 K PR BN
root root B B K P A H
bin bin binlik J 25
daemon daemon daemon/ik /7 23
adm adm adm/ik F 23
Ip Ip FTEIAR S5 K P 23
sync root [ 25 A 25 1K P 2
shutdown root EUINE S I 4%
halt root PUINE S I A%
mail mail IS 2 i 25 K P 4%
operator root ERAEIK 4%
games users gamesJiK /7 23
ftp ftp FTPIK = 2327
nobody nobody nobody/K /-~ 4k
dbus dbus dbus /55K 23
sshd sshd SSHIR 5K s
systemd-bus-proxy | systemd-bus- | systemd-bus-proxyd/i F i
proxy
systemd-network systemd- systemd-network il 55 ik F 22 H
network
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3.2.2 kPO S 4EA

3.2.2.1 Ik P 4IRS
SR
®  HHAT AL RN AT B, St AR B K T SRR .
®  ERLIEHIIEAN. B WMERRSET RN, FEA.
o JHERFTHE &Gt EAME K.
o EH AN E, FFEEFAIRAER ST, BIEEL.
o EHH LA TrootB PRI, FFE S BT E XA IE L sull] i EroothK F .
® X HIshaS12%f R LA HEAT I,
3.2.2.2 Bl EEM
TE I8 M B /NI P SR U R et b, G T AR B T A K . dH R Sidy Suseradd ok
B HT AR
(Ll tem

1Lroot | P 7T VAR 22 Ao M 1 K P o

BRAEWRR

useradd [-u UID] [-g GID] [-d HOME] [-mM] [-s shell] username [-p PASSSWORD]
RS HLHIE S LR34,
(D sten

k3-4 Ry E B F R4S, AP Tidid “useradd -help” 44 &34 3% a4y S o

= 3-4 BIEMK S 30RER

2 SRR

-u HE% T —UID.

-2 B4 T—/1GID.

-d BHEEZH PR AR CSFENES (REGASHE
) .

-m Bz P M E S, I ete/skel FP IS4 2 il B AR
Hx.

-M NS H PRI E 3%

-s & CHATH Hshell
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SH SRR
P BCE M.
$iAR

{# Mluseradd. usermod. groupadd. groupmod#4~Bt, TiEFHAE A -p
H--password S 4ko HE . A DAL Apasswdér 4, Bk A
83228 A& w4 FT.

BRAE=EGI
® ORI B ety T P

useradd test

o Gl MEEK T, HARH X Nhome/test.
useradd —d /home/test test

3.2.2.3 B MK /=

KR, B K DA A R0, EHE A RBRZIK . i RS
AuserdelSRMIBRIK 7 o

() steg

MRS )6, #AEM R LIKS 2% RZAT AT 2 MRIR G40 XRE Lo FTAERMIRIKTH, &
MF MG L XK PR B Ffe A

SHA

userdel [-r] account
RS 2 W3R 3-5.
(g

£3-5 APIEHE ALK, AP TEE

173

userdel --help” 44 &34 3% tm 09 S LA o

% 3-5 BRIk~ S 25 AR

2 SHIRA

T MBRZHE P HX HTAE H 3.
BRIEZE

HiH 5 FH 7 test

userdel test

3.2.2.4 & E KRB HHEA
IR P2 A, WiV B S A 200, 8 R S fr & chage K VB P HI 2%
1.
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BRAELRR

chage [-m mindays] [-M maxdays] [-d lastday] [-I inactive] [-E expiredate] [-W warndays] user
RS 1S 2 L3836
AR

%3-6 APEEF Re9 L%, AP T “chage —-help” &4 & me9 5K,

%= 3-6 X EM BN

Y SR
-m AT B N R BN “07 R AR AT Ig &R a] LA SE g
2.
-M AR R R RS BN “-17 R n] BRI I 2 R
.
-d =R U H
-1 I BT BCE . FARRUE PR 2 AR TR 4 BRI A i i
.
1 R, SR RS, B B KRR -
-E TP BRI TIXR, SRk PR
-W F P E 42T, SRATSCRNE S5 B R
(D en
® HHMHEXAYYYY-MM-DD, “=chage -E 2017-12-01 test& 7=k F* testéy @ 422017512 A 1 A
iE .

® User/ 5 #9353 A ZrootHl 7 o

e
& P test A U201 74212 H31H .
chage -E 2017-12-31 test
[ARETE
st FAEIRG P, BT R AR EAE R, o RRE N L R R, kA
PARAEIRAUE B, IR IR P 3 A #£3.2.2.3 BIRK P o
3.2.2.5 T E M AR
TG AT I RN P SIS ] 4L AZEL R R, SRk SR PR AR B R H K
#{EiR AR

groupmems —g group [—a|-d] user

RS HOR I 2 WR3-T.
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R 37 LEMKFEFA
2% S EA
-g e e RELH AT
-a Fe 48 7 K n B i e B .
-d KRR IR E R TR R .

BRIE=EGI
o FH P testd 0 B RF AL root
groupmems —g root —a test
3.2.2.6 $iEMK
RPRIE RGN, B A TTHUE N AE AR, 25 L bRg oLt T
B, 8L RS a4 passwdiusermod K 8H 2 K 7
B{EWAR
e K 7 AT A A A
® passwd -l user
® usermod -L user
BR{E2EHI
41 E testllé .
passwd -1 test
3.2.2.7 %K
Bt & 4 2 passwd B usermod SR ARG K F .
BR{EWAR
fifp gt i P AT s 0 R A A
® passwd -u user
® usermod -U user
BR{E2EHI

it Bitestllk /o

passwd —u test
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3.2.2.8 &4

BRAEBLRR

BAFE6

IR IR A, SEE KT R A RIS 7, R R AR BRS04, HE
MBS E SR AR IE AT IR . {3 R Gt i@ passwdRAZ UK 7 14

passwd [-d|-s] [name]
RS 1E 2 3K3-8.
(D zem
%3-8 AFIEHF M A, AP Tilid “passwd --help” 44143 m ey B3R o
< 3-8 fEe OS5 ¥R AA
2% SH AR
-d Mk 2R, H A oot J A4 Rl H .
-s IR BRI AE S, R Arootlk 7 A RefE .
TZH AR ZE IR ESCERTIR T R H 4.
AR

EWMK P O AR R AN DA H oA RIER D
FHE oL, WoLbERHROATRAZK, BRIFLR

2253 F0AALE.

(L] e

® chpasswd@ 4 RMEPH A PF O ST E, to— AR EEHE @7 D22 /etc/shadow T,
Tastob g R iTRlE, ETURET 4, FERAERNGS, FHko Sk
AR H R TR, BERNE,

® EulerOSA= b R £ iR KATIR AR —2, R4 Rbash L #, historyie K AT A bashir Ao T i &
bash¥r 447 B L F AL 09 R AR F X, & FH YL E AT R Bl history ¥, A& %%
A, demfll, 2877 EIR P RASE A EARFREQG LT XBHE, depasswd
I X7 RN I~ 498 E 44 Bl history
egl:
passwd test << EOF
> X &Y
> X &Y
>EOF
eg2:
echo "X #M | passwd ——stdin test
EulerOST# WA P& AL X, WRAPEAGTEIRIERET X, IF A LT R
A PN I A AT A, iE RO B history VARG SF AL, FILar A de T
history -d #7%

linuxi@ FILE], fr 4 A SCREPETER 72, (ER LA B e, = SECHLH
ke T REHE, NEVEMARZAMT N NREE L4, HiEgarniesor
i

Bt B Stestlk S 12
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passwd test

3.2.2.9 153 i E
T B A I SN P R, I R T R R B R R

#AET AR
FTIFIK P2 5% B 3% F ). bash_history SCfF, BF MK FIERAEDT S, #l & SR IRE ST
AR

3.2.2.10 K EWKF
B RN T e R, BN SRR SRR AN IK
Fio
M P A S 3.2.1.1 EVUKFIEE (for X86_64. aarch64) .

#AE AR

1. FTH 3 ete/passwd, LSO K P 53.2.1.1 EVKFIEE (for X86_64.
aarch64) FIRMIKF 25 8. HA 8, EWEHZRIKPFERNERE, &L
N, SRR o

2. KERGKREREFR, BIK ) ¥shell/& 75 A/sbin/nologin (/etc/passwd 31 5E
Tha— M TBUED « BHAZ, WIRIECA/sbin/nologin.
(L) tem

R P il it fetc/passwd LAF & A EAUIK P iF ¥, XA T BT RE —F i R A /sbin/
nologin, MEATIZKFTTRHEARBERE L. WREAZEE, NWEATZERKTTANELRER

FHRBEAT, BTREARAFALELIKP AR, sync. shutdown. halt IRF 8K G —7| & A&
X A /sbin/nologin, 1EiX ZANK PR RIZEFA, BRHAREALRER R %

3.2.2.11 RGOS MBE L4
BB AT LIS R G A s Bk T I A, B UM RS NINEEE RSG5
SEMIEE—8 BN BN Hik Eshas12.
F+ 3-9 OSMEBELSIE

Bx R | RE | e
B | B | T

des ¥ & — RN, RH6AM FHEOR, L A F 560 H
R, AL R o
md5 |1 5 Message-Digest Algorithm 5. mdSPI/ER & ik KA &EE BAEH

By A0 A2 B AN DIRTA H4i i—Fh R B X
(LRI MEE K 74 B AR Bl — € KL /N2t

)
sha25 | 5 e Secure Hash Algorithm, %A HH|5H %, sha256id A T A
6 k264 —HERIAL I S, shaS12iE K EAKIE 2428
eI AL R
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HRAEULRA
$E1

T2
TR

HAEEH
$E1

TE2
3

Bx R | BE |
B (B | T

B

sha51 | 6 %5
2

blowf | 2/2a | & BlowFish &% FH ok N 64Bit K J& [ 745 5 o

ish

¥T ¥ /etc/pam.d/password-authfll/etc/pam.d/system-auth 3.4, #fiikpassword sufficient
pam_unix.so /i KIS I 2N 5k

#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam _faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam_faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam_unix. so

account required pam_faillock. so

account sufficient pam_localuser. so

account sufficient pam_succeed if.so uid < 1000 quiet

account required pam_permit. so

password requisite pam_pwquality. so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam_pwhistory. so use authtok remember=5 enforce for root

password sufficient pam _unix. so shab12 shadow nullok try first pass use authtok
password required pam_deny. so

session optional pam keyinit. so revoke

session required pam limits. so

—session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam_unix. so

5 114 A5 BB 2R L L SRS
FT I Fletc/shadow SO, ZEE ST RGN 177 B S 3 BN AA (8L R 75 5 IS — L.
s

BEHIK Frroot) A N vk, #T T /etc/pam.d/password-authfll/etc/pam.d/system-auth
XA, % password sufficient pam_unix.so/i FIZEH 1 14N 5% Hysha512.

3 408 S rh 4R Bl shas 1256 2 RS 26«

T7F /etc/shadow LA, K Blrootlk /7 45 — 5 BUlBIa w77 “$68” , W5 ¥ E A
—H

ok
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3.2.2.12 ARG EH-Fb A

ARG P AE A R T UVPLIE B Bl S5 8 SN e Fl ik . B2 1 AT DI R 48
P P rP A R B BEAT S IR B AT ST, AR R B 2 it i B i ST 230 56 Rl
PIERT, CAORBE RGN 2 4.

(REE
® Z LA PALARIAAE R, RAZIAE I A3650K, TSR T AR T ool d ik,
A B AT AR R A A AL,
® AR R IMGHEARIMARGEAREY, TERTERE, @BARTARTHE, Kirdh

9 T VAOE R,

® LB R B B EA096A A, —R BAOARY, B FAMARERIE RS LA, KA
HEBARKMEEEF LSHFTT R EA,

® LA R A B il AR KA TR A BRAE R, LEE R MK EAL,

o EPUER RN A RAIAL, EXEHAAAA

#RAERAR
AHMAGEE, Tl REHEPEER AR AEARE R,
#uvpkme get—mk

SRR, — P BT AR GU M T TIUE BT SRR

#tuvpkme update-mk

3.2.3 ARG AR Lt

3.2.3.1 BRZ SRR
ETREI
o  EUNRS AL,
® XSRSt Rt e AN AT RS R
o  LIRMEAIIIRS .
© RS PR LR L3 S5 U AT R

3.2.3.2 REHIE

B4R
BB RG0S “psaux” HE RS LU,

FR2 EEREGAHZRIERE ORI ZERBHAAEARE, BTN a 25, Bl R
DS IN NV Rl DI

FE3 HRIAZ AR, WHARS A “kill -9 PID” MR iZiHER.

— ok

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7 44



EulerOS V2.0SP2 %4 %k} 3 weYEY F

3.2.3.3 RSO
G R AR S RIRS, WG Z RS R L, U2 A K

#{E1EER
F P 14T systemctl list-units --type=servicefn & & & R H AR 55
BERGANTEMLEHMRS B 2R HAEAE, FFRRSAZER, B
A e P AR S S BRAB LD .
3. HAEATEMIRS, TR I7 MR RS

Plrsysloghk 25 A1, 40T #;4F:

a. P ATsystemctl stop rsyslogir 15 1L1Z R 51817

b. AT systemetl disable rsyslogir 4> 5<% IR 55 BEALE 51

RIBAEATIH 5k RAINZIRF A T E B0 IR o

N =

3.2.3.4 KETHEEE
G RN E R TG 2 AN, IEEN YRS, B

#AERAR
$B1 HARSG 2D “netstat -an” BF LHT RGP BT E o .
FR2 ZHIEEHE PR DA%, Ra AR S H 2 KI5 .
B|3 EAAEZ R, BVREHLEITR, HowE, R,

R

3.2.4 HEE TR G4

3.2.4.1 BENHFIR

NRIEN I R4t 4, RGEHAFESMRERGNHEREL, HEFERIES IR
3-10. 3&3-11. #ZH-CN_TOPIC_0045374925/table16974104511511.

% 3-10 HE{EE (for X86_64. aarch64)

EFerats B AEHE

messages /var/log/ TESRFRAA AR A A 2 48 H (S B
secure /var/log/ ORI UE A B

maillog /var/log/ i skmail H &

cron /var/log/ O E BTSSR H &
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3 ZegET TN
=Ferats Bz AEHE
spooler /var/log/ 1tknews H &
dmesg /var/log/ WRAGNZEHE
wtmp /var/log/ APPSR E
lastlog /var/log/ WM ERHE
tallylog /var/log/ IC3PAM. TALLY4H5E H &
euleros- /var/log/ ZAamE H &
security.log
#* 3-11 BEER (for HMD
=Ferats BBz AERE
messages /var/log/ TESRBRAA R B AL 2 48 H (S B
secure /var/log/ e IIE R A EEE B
maillog /var/log/ 1t kmail H &
cron /var/log/ UK E S5 1 H &
spooler /var/log/ it knews H &
dmesg /var/log/ WRRGANZEBHE
wtmp /var/log/ WA ERHE
lastlog /var/log/ WP ERHE
tallylog /var/log/ IL3PAM. TALLY4H5E H &
euleros- /var/log/ ZAamE H &
security.log
cloud-init.log /var/log/ it % cloud-initFH 4
#*® 3-12 HiEfER (for HMD)
=Ferats Bz AEHE
wtmp /var/log/ WP EREE
lastlog /var/log/ WA ERHE
tallylog /var/log/ IC3PAM. TALLY4H5E H &
euleros- /var/log/ ZAamEH &
security.log

CRYAAS 01 (2019-08-12)

FERBUIT A © HNEARF IR AT

46




EulerOS V2.0SP2 %4 %k} 3 weYEY F

ARETE

WEBAESE, AP TRARBEFREREHAXNBDE B, HARPFORIRERAHLA %,

3242 R AEXRMNEER

AR ZGE Hsyslogit K 24t HE . sysloghilid =4 HERIZEA] (facility) $ﬂ£%€
(leveD) *FH &M, ¥ HESB S, BB bhdg A HE, W]
Pl e % 0 — N ENLEH &

HEFER
H & Fleveli 2 WER3-13 (LTt Eii T K .

% 3-13 HEZER

level T4

emerg RTERER, BSRRGEATH, MRS
panic

alert BT R AL BE A R %

crit KPR

err — R, 4 [Aerror

warn w5 E, %% [FFwarning

notice HEFE

info R RN,

debug I (E R

3243 KEBRGHE

FERXAZRZERS
o JFHAGHE, Mams

#systemct]l start rsyslog

® CHARZHE, MHM2:
#systemctl stop rsyslog
KEHEFXRES
& HETFRIPIRE, w4

#isystemctl status rsyslog
® it Mactive (running), NIATFEARES.
® it Ninactive (dead), NN HAPIRZS,
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REHEEESE
RGNS Evarlog/ PO HBILH, &0 MIRIAMHSEE, B
Al

3.2.4.4 W EHIT I RARES

systemct]l status auditd

® ffith Factive (running), W AT HIRES .
® it Hyinactive (dead), W PIRA . W HHARS T X e A BT T, 2

FH PG an F i 271 A B 1 A%
systemctl start auditd
3.2.4.5 FEHIH IR

B 1F R G0 DME FHauditetldy 2 R AN LS 1S EOE THN, 0 m] DK S oH R0
1B A3/ etc/audit/audit.rules S F

BR{EAR
auditctl [options]
optionsHUE 5 2 3R 3-14.
(AAFT

2 1R EHE ALK, AP Tilid “auditctl --help” 44 &4 3% 2 69 SR BLH

% 3-14 auditctl 5% AR

A iR

-b <backlog> WENZARTFZRM X, BAE 64,

-e [0[1] KHEE SN H I RS

-£[0..2] B & K WbR iR 0=silent 1=printk 2=panic, ERINE N1, &ﬁ?‘ﬂ‘%ﬁ[}
AL ERIG 45 1%, G0: backlogPRHIHEH . NAFEE IR,

-h s E.

-i 2 S A S RO D e 22 i 1R

-1 HIHFTA BN, REAT— 2R

-k <key> BB B L e i key, key R AN 32F T K AT & T
FFEf, e REME— %7 FHwatch/ =42 1 8 1110 3%

-m text X HrootH P R IEH P 3 [EE BB H 1t R Gt. A R Siwatchik
B JERS . r=read, w=write, x=execute, a=attribute change.
KPR AR SR AEVE AT, T2 RSt A, readflwrite
RGP ARG AR XM E, SEl¥rERlog.

-r <rate> W B LR S ER S, BRME N0, KR TCPR.

-R <file> M file SCAFH U .

-s RERA
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il AR
-a <l,a> BIHON BN, a RN Bh1E.
-A <l,a> AN ENEER Sk, Bh1E a.
-d <l,a> MGG asli/F 1B 22 M g
-D TR BT R Fllwatch .
S[RGREHAL | WRETFEHECHRGRH, WeEsh—HHE L%, RS
5 all] HEFNTIHR AR E RG M, EREUAITE R R .

= 3-15 AR 2 AN EA

5% ®m | tER
AREER | task | BN B EEAMMESHERAUDIT_FILTER _TASK . 58 FAE
#l SR fuid. gid%s .
entry | IBIIEEN ] RS #ENEERAUDIT FILTER ENTRY, HT
e BEN B R G0 F & TS B A
exit | JBIIFEINE] RS0 H A IR 85 AUDIT_FILTER_EXIT . H Tk
2R R GUI FH I 2 5 el o A
user | EIFLIN B I B JEEE R AUDIT_FILTER_USER, WAZ7E
R P s AR SR B R S 20T, AR X
S, AV Nuids auid. gidFlpidis A 2L
exclud | I T IEAEE B S4F, 0B A% H B s R
e AUDIT FILTER TYPE.
KA never | AR THER .
Xz Ea — ‘ —
alway | #EC— A 1F BRI, ERGHHIBHNHER .
S

BAFL6

® EHETAAKIMopen RS -

auditctl —a entry,always —-S open —-F success!=0

® i #%¥/etc/audit/audit.rules 1784k, K DL A I Flaudit.rulesH B AT SEEL

-w /etc/audit/audit. rules —k TEST audit rules —p rxwa

3.24.6 EFEHHZE

itho

BRAEBAR

ausearch [options]

T Hausearch H] T &M H 15 G I H &, EREHE T AR R Hi 8] &y di it )5 & H
R
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AR

options & # 3L A 1T & 4 48 X man 8112 &,
FERFR T, B RGN NAZ S B AT IR N ME— I FHAFID, RSN
W JE s i R T L XA D, Wi, —ANE i, RS 14
R RIaea

BRAEZEG
) 1 /etc/audit/rules.d/audit.rules SCEE B i1 H
ausearch —k TEST audit rules
3.24.7 £ RHITIRE
audit® T+ KRG I Haureport T H AT s 1F H &, XFtrds R 245, AR 11k
P =N
= o
ZOE 0] DR 4E 10 75 o B AR i TH R, T R I HE B
B{EUAR
aureport [options]
(] 32mg
options £ (3% B 3% 8 47 & [ 48 Xman#F 115 & .
BRiEREG

et RIGCF A

aureport ——failed

3.2.5 IANIES#RANHE

3.2.5.1 437 PAM 3RHEE

ARG I Linux-PAMSEILH PRI G055, DA sl Sk % E 2%,
PAM ¥ &t — 4 IL =0 (7E/1ib64/security/ H 3% T ) Al—S8f & U (£ /ete/
pam.d/HET) HH .

R GUE 5] DR 4R 75 EEXTPAMSKIK BEAT (2240

A$EREYR

RGERINPBE LR REWT:

1. AAKEZEDINFR.

2. OAZEDLAE “NFER (az) - REFER (AZ)  HFE (0-9) | FFkFR”
H AT R3Fp.

o A ASRERNIK ;B K RS — R

4. ARBECNHE ZSUARE IO 4,
M AN BE A A = SR

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7 50



EulerOS V2.0SP2 %4 %k} 3 weYEY F

F P75 % ErootlK S 1A BE BT QI - AR, SRV UL IR E A BRI E .

IR T E, RS B il A2 2 /ete/pam.d/system-auth fll/etc/pam.d/password-auth ]
pam_pwquality.soflpam_pwhistory.sofit B R EH ik & 14 E K, (HEW KM E
Mo B o B MK B DR AR S SC bRt HLEE S, @B P A8 F EulerOSan T~ R

N

= 3-16 pam_pwquality.so Ft EI} A
B E N L
minlen=38 KR 2/ 5 8 7
minclass=3 H4 208 K57EE NGFEEE BFEE

X PR R 455 Hh A =3

ucredit=0 FA R EAERAN KRS 78
Icredit=0 HAEEAEREA NG T8
dcredit=0 FAEEAER AN T
ocredit=0 FI A4 B AT MR R T 4F
retry=3 FRAE SR 2 AT LLSA3IR
enforce for root AL B R root H 7 [FIFEA AL

%% 3-17 pam_pwhistory.so Bt E 115 A

=] okl
remember=5 FA AN B SO 25 R i IH 1114
enforce for root AL B Rroot H 7 [FIFEA AL

OS8R EUEFRIERAA
MBI 4 KR, $REB BT

HB1  [Bf/etc/pam.d/system-authFl/etc/pam.d/password-auth 344 ffJpam_pwquality.so 5 fminlen
FEMME, WF:

minlen=10
HAKEE 2D HI0AL.
SB2  LRA7 IR i /etc/pam.d/system-auth fll/etc/pam.d/password-auth L £F .

TR

BEROEHEER
FRYGE BB IIN T BB E3R (R S th B OSORAT 300, UK P B 5 4
Bl o FIPBUE I, AR AR TERL BUE I RSB P P B A T
B RBUR. TP IR N TS 2
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R TR B, RGE B il & 2 /ete/pam.d/system-auth Fll /etc/pam.d/password-auth ]
pam_faillock.sofit B oK HFT ik B & 5k A M, pam_faillock.sofiC BT U1 T .

= 3-18 pam_faillock.so Bt &I AR

[T AR

authfail TR P& SRR A

deny=3 JH P 268 SR SR L 3 3 YR B B
unlock_time=300 W A S AR [ 30080 (HPSZMED .
even_deny root [F) R fillroot F 7

RGEH RS R RS )E M LB AT “faillock --user XXXX --reset” fir 43K 2% Fl
AT EOE S (XXX 4D
TR N EEE4E TP RIER AR
F 2 UL IB S B E P IR R
F A HrootH M E R RS
HE2 PUTII N L, EE DA IREOE S . AT LUE R A BRI R .

-
faillock ——user XXXX ——reset

[ARETE

Jo Froot | 7 B A B F O AR BIE, LIRFEHI00N A RFAREREAK, BEERSE
pam_faillock & /& Froot Al F 695 T B 13 &,

T BE RPN T

T [Bf/etc/pam.d/system-authfl/etc/pam.d/password-auth 3 A ffJpam_faillock.so ) [f]deny -
BME, R

deny=5

BB AR BIE 5K, BIVEESE 6 SR A BB I 5 9K 5 TK P B B E 30070
TE2 {17 I8 i /etc/pam.d/system-auth fll/etc/pam.d/password-auth .

R

su A PREESF
RGN H S VFrootHiwheel BELL I FH 7 (8 Hlsudy &, BRBIILARF P A Flsudn 4o
TREELEY 2, RO AT LT ICHAR R P 6 il sudy & 1O BUR, 3R fEW T
o HE M uBURIA

cat /etc/group | grep wheel | cut -d : —f 4

B EEL“” 720
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® X TsufliR,

groupmems —g wheel —a user
user ¥ fo VI8 FH sudi 2 (I H o
®  [Fitsuflfi.

groupmems —g wheel —d user

3.2.5.2 43 SSH
SSH& % 4xshell ) a5 . SSHE H AU AT 5, & A e 8 e 2 U0 A H A X 28 IR 45 42 1k 22
SRR P . R SSHMSCAT LA R4 B 1E 70 FE B P R o 145 Bt 88 1) 8, i i SSH RS
DL BT A A5 S B B 3k 47 hn a5, t 95 IEDNSE B AP, In[ESSHARS:, 4815 SSHAR
SR E, SRR RG we .

#{Ei AR

B FTIFSSHIL B S M /etc/ssh/sshd_config, #EH AP Bl 5 224N ¥ g R AME
T —H. HAH, BYEE, B

$B2 &5 SSHARS

systemct]l restart sshd. service

s

3.2.6 ST PR4E A

3.2.6.1 & THHUBR
ARG EH N UIIE RS E S, B ESE, RAE RS ARG b H AN RE
WAE R G MBI BT A SO R 7R € 251 S AE N IE H v 5 ) ok .
#AEIR AR
fFH R4 4 “Is -al [filename | path]” 225 5 & SCAFFIALR .

3.2.6.2 E IR PR
T2 A, R G AT DA SO U T 4 B RS B

BAE AR
S 1571 555 4 chmod b F LR
W R 5 i chown B I8k H S 104 4 s
s

BRIEZE0
HB1 BCH R /bin IR 755,

chmod 755 /bin

T2 0 H F/binfJE T A A H Aot
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chown root:root /bin

ok

3.2.7 RSB U

3271 KESEXAZEH

#RAEEA
o2 4|
L2
L3
P4

W% S ke BE B AN R PIRAS, B B 03 SE TR KRBT IS EIEZ &
AT WM ATRCE R RGHER], X — RGP OR R RS %4
L

Wi R G A4 “sysctl -a” B ART RGP A NS EL
B Ail RESHE S 2 mE b R E —— A, WHEHEATE R

LA TS, AT WAZ S & SO fete/sysctl.conf, A A LS EAE CHFHHCE .
o A, NEZHEAT R 5
®  EAAEAE, WUHZEC E ST s A I S E

BT RG> “sysotl 7 ERLELI S AL B A 2L

s

3

3.2.8 Bt AmEXHEREERE

3.2.8.1 X EEEMRIE

b=

NT 57 IR LT AL Sk FE P p T X 4% IR B3 A7 i 8 2% S IR BT 3R S B Bl
PERE IR o) B, ESRE B AL, 7 T A ) T B AT RS, i T ARG A
TR A e E . AXAHPFIIUE T : PGPHIsha256.

FHiE—: PGP FEELZLIIF

&  HMOEBL MR R RIFBAER — H T, — NI R MRS S
i, B4 SO %7 it 50 L A R B RRCAS [RJ I KA o BulerOS AT RIS BRI 25 44
AFHCMC T G4, AN TREGL W T EFR:

nnnnn

23288
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BAFL0

FR1

® BV MMIELE “asc” , WHEUL N ARMBIFOAFRARE, RIHRA AR
I E R ) VAL 0] i v IR Y S B R S LR T

AR

WAL AGnUPG T A # AT E A, H a3t 5 4 L. http:/support.huawei.com/carrier/
digitalSignatureAction.

SREUISAE T A

70K 2 B Linux KATHRAER %% 7 GnuPG L H . fEshell T4 Agpg --versionfin 2, WHE
BN R EER, WERP L2,

signsrv:~ # gpg ——version

gpg (GnuPG) 2.0.9

Copyright (C) 2008 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law

Home: ~/.gnupg

Supported algorithms:

Pubkey: RSA, ELG, DSA

Cipher: 3DES, CAST5, BLOWFISH, AES, AES192, AES256, TWOFISH
Hash: MD5, SHAL, RIPEMD160, SHA256, SHA384, SHA512, SHA224
Compression: Uncompressed, ZIP, ZLIB, BZIP2

Used libraries: gcrypt(l.4.5)

signsrv:~ #

R MET AR E A 2%, WA LLBIGnuPGIE 77 Mk (http:/www.gnupg.org/), %R
TG, R TR R

BE2 R AYPICAF.

® M\ Support3KHL
- SERERSCHFE (Support) ML
http://support.huawei.com/carrier/digitalSignatureAction
- NN EIR SR (Support-E) R #h bl

http://support.huawei.com/enterprise/zh/tool/software-digital-signature-
validation-tool-% EF % BC%88pgp-verify % EF % BC%89-TL1000000054

(Mwen

RARIETEENMNMAL T A —ALHE, ALTEREETE, MEERFMIL
#, LHEHR “KEYS” o

o MNAHIIRS AR
a. ViR AP AL
https://zimmermann.mayfirst.org/pks/lookup?
op=vindex&search=0x27a74824&fingerprint=on

URLHLIE0x27A74824 9 A 4HID, SR w45 S anB3-1 7w
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EulerOS V2.0SP2 &4 %k} 3 wAHETFM

3-1 HERNPALER
Search results for '0x27a74824'
Type bica/keyID cT. Time exp Time key expir

pub 2048R/27A74224 2013-12-30

uld OpenF :E 3

sig =193 [27 52ﬁ]20 3—-2 30

b. PR AALSE FAHID “27A748427 , TIUEEZEMAHEE, W
B3-2f 7.

B 3-2 TEAARER

Public Key Server -- Get "0x99ad81df27a74824 "

-——EEFIN FGF PUBLIC KEV BLOCK———
Wersion: S L. L&
Commerit = Hostroms: zissersare.sayfirst, org

SERBFLEP 3= BCAC R qe cond a¥uRoPHpt rBOT Te Yallif 5 17 ol dm o pQudS1 LT 5045
B0 L e y¥ oG VR VHrpaiFnanS e TPy SV tUWMAZ T2 VSHr i) Tam 3z.21 Toudh ] zaKpetiow
Rzeunst DPTE qpuR QG 06 L HeMer PR St ¥ rufSReCT 2 T2/ T 146 WoFheb J0GoL BN C
2B i+IVSTxHrE 59 Y pcRK o+ 7T aVE SrE 6 2301 DofB gwr ] 9i.calind ThPx W YRt AIES 6
HER T £wiT4t SBoak 0/ oF 76 IFPe DN IFxSpRod 3t kS F0UF |/ SNUBkewdMI 52 £AEER
A OB TSGR LA ge 2] rbsF D] 116+ 1e SBink A1 g5 HV A2V p T ERwE i 3TET 1TCh jenhaG Vi
TGSl DMwedGg gRIGY L DT TR Dot oot T 000h ¥R 155 b 20--i0E SEENEA ARG SeTd T
AheDBig=TC AT TRE AT IC s DF g TRA R Bikhe A TE Tavt g diirp Og kDGO EA TTRAFL M o] che 154
THecTHe T okt o, Ju K3 EA0KRP THE 38 INFunect0WaBALE £ LLOp ESWL a5 cTCHIE
+Pq kel T Ehwewy G GHIH] T3 THMNaaT ik al CodB48 csQUUnFVEIDTREAF 9a9ld? | AT sqzEal
yepozdl M ze MT e 7Y T5L/ SN PEF ] 051 Spabliods gk 4718 14DC 2847 4230 =31 4980
¥4 1M FWEYLS bead t oo ok B SVE T KD THal KV BeChER Al By Sy BB RS AW NL e 3T
0L et e T1 T B Coe L P TR VR R gy T

=0l

] PGP IC KEY BLOCK-——

c. KAPUERFEWNEITRIAE, RIFHN “KEYS” Iﬁ:
FE3 FALY

Lo DUl P 8 S R R A B P A R 55 2%

2. PATW NS FANNHE, b “/home/openpgp/keys” J& A “KEYS”
FrERIERAE, IHIE SN SEPREE1R

# gpg —import ”/home/opengpg/keys/KEVS

FRER T ER.

gpg: /home/openpgp/. gnupg/trustdb. gpg: trustdb created

gpg: key 27A74824: public key “OpenPGP signature key for Huawei software (created on 30th
Dec, 2013) <support@huawei.com>” imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

3. PATI T @ BB AT AL

# gpg —fingerprint

WRFFRE RN MEE, RFARI.

/home/openpgp/. gnupg/pubring. gpg

pub  2048R/27A74824 2013-12-30

Key fingerprint = B100 0AC3 8C41 525A 19BD C087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
{support@huawei. com>

$E4 BIEAY
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1. I, OpenPGPAHRIEVENET EMRIE APIMID. R4, UIDEFEE 5K
AT APIN FAREAT EVEVEIAE . 0922 7] AN KA OpenPGP A H1F 2. 40
W?

- NEHID: 27A74824

- AHHTESC (Key fingerprint) : B100 0AC3 8C41 525A 19BD C087 99AD 81DF
27A7 4824

- HFID (UID) : OpenPGP signature key for Huawei software (created on 30th
Dec,2013) support@huawei.com

BETRE, AT IZ A H R EEER
2. PATW N A4 BEE A PREELON.

# gpg —edit-key “OpenPGP signature key for Huawei” trust

PraE R R MME R, HAoHAARE ) T E T TR, “Your decision?” JEHiA
“5” , K “Itrust ultimately” 5 “Do you really want to set this key to ultimate

trust? (y/n)” JHiN “y” .

gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC

trust: unknown validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
<{support@huawei. com>

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC

trust: unknown validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
<{support@huawei. com>

Please decide how far you trust this user to correctly verify other users’ keys
(by looking at passports, checking fingerprints from different sources, etc.)

I don’ t know or won’t say
=1 do NOT trust
= I trust marginally
I trust fully
= I trust ultimately
m = back to the main menu
Your decision? b
Do you really want to set this key to ultimate trust? (y/N) y
pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
<{support@huawei. com>
Please note that the shown key validity is not necessarily correct
unless you restart the program

3. PATII TR AR

quit
BES WIEFH .

%I#FJA\ VST OAER B8N o BSR4 S 2 WP I /softif 12 F o I
TT DL R A4
gpg —verify " /home/opengpg/soft/ X1E4. ¥4, asc”
Jif o s AN T A
gpg: Signature made Thu 20 Jul 2017 09:55:58 AM CST using RSA key ID 27A74824

gpg: Good signature from “OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
{support@huawei. com>”

Q1 = W Do —
|
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HA AR /> HRSA key ID 5 AMHID 3, HAlE BEE IR “WARN” .

“FAIL” , NFRRELE .

R 3-19 FRWUELE RF R

WIFGRIAR

S 22

LR SR

BABAREY, WA R

gpg: Signature made Thu
Jan 9 15:29:06 2014 CST
using RSA key ID
27A74824

gpg: Good signature from
"OpenPGP signature key for
Huawei software (created on
30th Dec,2013)
<support@huawei.com>"

PASS

R A4 AT RN

gpg: Signature made Thu
Jan 9 15:29:06 2014 CST
using RSA key ID
27A74824

gpg: BAD signature from
"OpenPGP signature key for
Huawei software (created on
30th Dec,2013)
<support@huawei.com>"

FAIL

A2

gpg: Signature made Thu
Jan 9 15:20:01 2014 CST
using RSA key ID
27A74824

gpg: Can't check signature:
public key not found

FAIL
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WIFERIAR

M S 2245

i EES R

FAmuEE, ERAY
BOH BB B N e G

gpg: Signature made Thu
Jan 9 15:29:06 2014 CST
using RSA key ID
27A74824

gpg: Good signature from
"OpenPGP signature key for
Huawei software (created on
30th Dec,2013)
<support@huawei.com>"

gpg: WARNING: This key
is not certified with a trusted
signature!

gpg: There is no indication
that the signature belongs to
the owner.

Primary key fingerprint:
B100 0AC3 8C41 525A
19BD C087 99AD 81DF
27A7 4824

WARNING

FRASFIRS WL AR S

gpg: no signed data

gpg: can't hash datafile: No
data

FAIL

g ARk

gpg: Signature made
04/24/13 10:50:29 CST
using RSA key ID
133B64ES5

gpg: Expired signature from
" OpenPGP signature test
key
<support@huawei.com>"

gpg: Signature expired
04/25/13 10:50:29 CST

FAIL
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WFERIAR M EEZG S HELE R
B ubdnt, (H2AM | gpg: Signature made WARNING
O 06/13/13 11:14:49 CST

using RSA key ID

133B64ES5

gpg: Good signature from "
OpenPGP signature test key
<support@huawei.com>"

gpg: WARNING: This key
has been revoked by its
owner!

gpg: This could mean that
the signature is forged.

gpg: reason for revocation:
Key is no longer used

gpg: revocation comment:

PFSCHRA BN B IZ54 | & WARNING
A

AR

ENMABESANAE B LR AR, RA S PTA 469 50 iE 25 R 4R A PASSH,
F E#kpublic key finger 7 TT12 K iR, ZMAT %4, 4o RIBIEL R A £ WARN K
FAIL, W AFRIiEAEE, AAEZERE, HEHTREGE,

-5
FHET: sha256R5 SCHRAT

I gaa
EulerOS K A4 Aisot& 3\, isof 20 SO Bt Aty se BEVERR I SCF o B8 S A7 UG
iso XL AFHIsha2561E, UG SO FRRE A “ XX X.iso.sha256 7 Fizw. i % LA 56 S
e SR BB AN T30 07 i 5 W iso SCAFRSERAEL,  FIBI MR IR AE 2 5 — 2. W
— Ut Hiso SCAF SE R I A IR s RIS AR A — UM W] LR A SO 56 B vk DLt
W, T EE R

BR{E=EH1

PLEulerOS-V2.0SPX-XXX.isofft A N, SCHF5E BRI E DRI T
SB1 RIS P RS AR . $ATa AW

#icat Euler0S-V2. 0SPX-XXX. iso. sha256

BB I E S Msha2S6RE IR AE . BT AT AU :

#sha256sum Euler0S-V2. 0SPX-XXX. iso

S PAT e, AR (E .
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B3 f HE TR RS R B R I S 75— 3K
- GEIR
A B 18— S W s S 1k 2 BEVE B AT TR, AR B A AR — SO AT DA RN S 5
Ve CUBEIER, A5 35 2 T AN
3.2.8.2 HEEMEKE

RGNE AT AR e B A . I A G I B O BRSO BIARSE
RETPEE RN BT RRIER R G R B HENR

F G5t ftaudit T BT SO S BVEAG A, ol 307 A AR RS ST Bl 5537 55 R 58 1l 5K
W% o

® JIHZMmS

#systemct]l start auditd

® KMz

#systemct]l stop auditd

33MEERE

A\ GBI K B R 2% 2 4 T B i 22 A e P A E .
3.3.1 fHNIEETE

3.3.1.1 B A AE MM AL &
7 I B — RN, DAY A RE SR LRSS T . 5 S 3 Fiptables
SEHL, RGBT DL iptables it B 17 SR

EELYMPIAERE

iptables -S

BEXEAEHRNELE
5 FH DLT iy 2 B — N s 1 G L D7 K8 R0«
iptables —A INPUT —p <#}i¥> —dport <¥ml1%5> -m state —state NEW —j ACCEPT

(M wen

i@ idiptables # & 55 KIEMN G, IRBATAH K, B KIEE R B Ko
HoAth Bl K 5% U B B 1% 2 Fiptablestl S H B, LA A4 .

3.3.2 ImIEENITH]

EulerOSizE #2522 N2l - B SSHAE AR N, Rl A &5 75 3 B iR SSHI A2 B2 A R 4E
NES

3.3.2.1 i EMK A ZEH
SSHY HFAGE /3t : 35T 114 B AE R T 2560 A .
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o T OAMINIEZ, REHEMK MDA A LESHE L N, HERS %
“rrlE N7 W (T E BIIRSS S .

o T HHPNIMEFBEARAREEN, BAHERTIRSG %, &5 R4S s E
BEABATIOAE . 5O EH L, FHINEAT BN A% D4, Bl bl
o “HE N B

W B K BRI
BB TR %3, 120Uetc/ssh/sshd_confighit B SCH-0 7 B IME :

RSAAuthentication yes
PubkeyAuthentication yes
AuthorizedKeysFile . ssh/authorized keys
PasswordAuthentication no
ChallengeResponseAuthentication yes
StrictModes yes

SB2 1R il FHssh-keygendE ARV EAXS, AT /root/ ssh/id_rsa, #5814
N, WE3-3fR.

B 3-3 £ B AFAE AT

ash-keygen |-t rsa

Generating public/private rsa key pair.

Enter file in which to save the key |[(/root/.ssh/id rsa)|:
Created directory

Enter passphrase (empty for no|passphrase) :

Enter same passphrase again;

se:dB:dl:a2:6e:45 rootflinux
randomart image is:
2048] -———+

, and check in:

.sshfau:harized_keys

to make sure we haven't added extra keys that you weren't expectinq_
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ARETE

4o R # 'V ssh-copy-id 4 4% &% K ssh-copy-id T &, RFEAE AscpFHra9l# N 224K 55
B4 R Pl HEHWE, SRS S, WE3-5HR.

[ 3-5 EAHEAINETRITIZARSS 37

.153
2

2012 from 152.168.224.153

3.3.2.2 miEEEEE

TR YAT SSH RS ER
® ATLUEIS LU iy & A X RO SSRGS 4 8z

netstat —a | grep ”.*ssh. *ESTABLISHED. *”

N E3-6 7~

3-6 SSH R 554%1%

® (M LUN i AH B AL VRSB AL TP AL .

echo “sshd:<net>:allow” >> /etc/hosts. allow
VE: <net>FKIRN VG FIIPHLE.
® I LLT a4 48 FrH K {E/etc/hosts.allow H L E TP

echo “sshd:ALL” >> /etc/hosts. deny

XHIRE SSH BRFBiERE

® I LT fir & %M 7 SSHAR 95 4% .
iptables ~1 INPUT s 192.168.224.1 -m state —state ESTABLISHED —j DROP

HA1192.168.224. 1 K 7% % PV i (TP
o N BEAGHON IR R C WS, WA R dr A IR IR BRI

iptables -D INPUT —s 192.168.224.1 —m state ——state ESTABLISHED —j DROP

3.3.2.3 RIZEANBHEHIT

NRERG %%, RAEHEATFEGRNEEEEANNZE, HEREBFBAE/ var/log/
messages X AFH .

BESSHE HE. md .

cat /var/log/messages | grep ”.*sshd.*for. *from. *”

34 EEBERE

P RAEG N BAE N SETER 0 TG T 1) % 4 S
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3.4.1 M PYEFR RN

BWAGE BT IKPOITRE, RENAARE:
o RIERGNIK,RGLE, w2 MR,
o KBRS G

® XK R %Wﬁiﬁﬁ#§ﬁ$ﬁ

3.4.2 O 4PN

P S BE 2 S RE M7 AP P OR8N A RERN Rz E
P ) 2 A BRI AT L A
XF A R 4EdR e T
® L ANRE EHlroot 4.
® [ ARl E g, Rkl isfrfee 4.
o [I&TEMEL ]
® AABTHIRIEIEERENRIT4,
(1] ieg

A FAE RAvimi, 4o R EvimBEG LA FIRERE L, AN EFRAKALRKERAFR
B X Fayviminfol % (AT 7R A FEE, FoRENZIHTAIFEITELLSF
W42 8) o BN PFARENAEMARBEL: WL L, FUNEAERRYRAE,

3.4.3 B4

EHREHR

EfEHHE

AT A H ey JEUN o H S A SR AL

® L A TIALPRIZE].

® AN HEMRATRN, FRCRS 0 SIS (BEEL. Bhw . JCESE) EAF
=R

TRANTIR S WA ) & AR R R 3
®  IGAEREAT A0 Ja N2 S R, DUREICRe A =S )
® WifyArAE, WEBHTHESERHE L

FIA A2 H S AE SR B A ATRE M i6 ). RGuns TEEM Sy (R RS SHL. B
WHE 5 R A MR EILRH & W RGN E X H ST IR

TEERGHE. NABEFHERZEHE, ERUIE R HERB, NAF
REBI I, HAREE AL R K B TCE HAT AR LT, i [m) 2t e I S AL B R T
4008302118 4NN F KRB,

H AN 3 AT & A, RN 0 SCAREAMY I (RREL . W7 Jedss) A,
HGAE & 5 B2 SRR, OB H & 318
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3.4.4 Z2IHEEIN
W EWX RGHAT 24 G, FERREHIT ARG E AL, MEKIT. Rad
P 1 A N 288 A8 AR AL T &

EUR PR EA PP BRI AU RGEEAT Z e VEE, PRGSO EOR
JIR 55 TARIMEL 5 .

3.4.5 BRI

TR R R fE A TR, B RE T B W e I R EE At v 5L
RGN e Ne g VEEATAR I, R DA AE KU IR PR — R e il (B Bt A7
N

SRR A 24 B R T 4 BLRO I, A MR R BRI, AR
TN BT AT, RS RA 5) 5% 51 2 1 S S 2 5 B T RGE M
AT, 4 5 SR R AR, BT LLIRIR o T R4 R % A L e
RO,

TR W H Nessus#E T4 H . Nessusiwiflfiid TRy Ess, JeiHZE4 . Nessus

T H A4 I 4 5 A8 7 Ml nessus B k¥ http://www.nessus.org/products/nessusit 17 3k

i

TR R ORI — IR

® IR PHIRE A — MM PRSI, R 5T S R Bl B A &
52, WATWERIRTME B e S e N HEoR T2,

o WIRRIAEMGERN, FHAFTED FBMENEAR TRIMET R SN
XHE, JIERAE F T (] A& R .

3.4.6 FHEIN

T 2R R, BN R T &0

® N RITAZ JE AT R GBI R

o (EIHTHW AR EYEY . WA B BT AN 5 AT &
o CEANT . TR RAR, WS RS

3.4.7 MG EETEEINL

A ZOERR LR LA CRIFEDBE N 2840 Fh AR 55 25 RS 2590 4, IEHIBAT
AR AR e A ) R P L R A i Jo 3U1 T EER e R DML AT A% AT 2 Ao X 2% 0 D R A
), FmEEEREUIR 7 IRA K2R ARG A BN 5 BRIE IR fvlan
P, Bl e B RN S 15 BRI X 2% 0 AN DL

B SR 75 S i ) 4 T S B2 4 A TR T ST I 4% T R AR B UK B BRI
NGy X b T 2 17 S NG 7 oo

3.4.8 FRPEFREEIL
IR P RIS RS E R, BB ARYE X B BAR TS B B a0 R P AR AL T
7

o WP T WA, ENTORSR TR ST RS IS HF, A
R 4 N e R G0 52 B (5, 9 B 78 3B B Sl b i A B A
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® WIRBAT RALAEEN, SONBORSCR TRENTRE ]85 NAE B IR 45 i % 141
BAo B I BAR B AR R T5 58 5, BORSCRE RIS 20 #7758 St S Il 55 ) 52
Wiy, FESR ORI T

3.4.9 #NTEHEEIN

AN N R AN T R RIS, WEM RN, RN RATIAN T, R
ERRIERG . BEPE. HIEPE) AR AN T

==
s =

Yo REFZATAT, WHRABRRKIAZFERR, 02 a7 %,

3.4.10 T4 [ 20w K7 4.5

FI 7 75 B T N 2 A S S SR S A B, DAGRAIE R I 2 e ln, T U R
PR AP MR ), R 45K o 2 A A1

3.5 RGRFRE

ARFTFE T, P U7 T 7 B ) R AL 5 B O S g A L i e, (L M s W D 2% b T
TR KA AT — A28 22 53 LA Linux RGuHAE R U #f Sy H 2L

EulerOSH (AR 2 Ik 55 H KU 2% AR 55 4, WSRAE —IHLES LIsAT Mg e ss, AR
SN CRFRdaemon) , BTN — B 2 AW 40 LR . X LB SS 45
BANTEAE B T BL

3.5.1 R SSHI XS

P28 55 AT X Linux RGUIE AR Z fa k. LT 2283 B il 514K -

® IERSS U (DoS) « I [AI M S5 A KRR, B4R SS Wi vl ik RS0k
R, BONE 22l SR RN AMER.

® NIRRT W (DDoS) : —HMDoSHdr KA, W% S AR KPR
(GHZILTEEEEL) MRS PATIRE Bl 17 H RS BRI
TeEMEH -

® AU Sredy: AR 55 w3 A IASIRAT AR 55 s dm sl AF B it m] ARG
B 0GRS I RIA . XS ISR TR SO 3 B A7 Y, B fe VRO B R
2L DL

® SiAfFim R M. ERFIRERU TN 1023 RS 25 U E N ELH P okig AT . i
SRR P TR R I A7 1, A8 A Bk 3 gt T AR DR I8 AT N R e (8 P U Tl
G KON TR RS-0 AR, Bl mT 6 ] B 3 TR IR 1) &
gt, ARG VI)E, M A3 TREMFRIFEISIZAR GV .

Mwmn
TR 8 i W ST E, R A RNME AR £ K A o
3.5.2 113 HAC B RS

TR m ek, BRAKHEEulerOSH 2R MR ZHURS . (HAH LLRE 5
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cups: EulerOSHIERINFT EIIR 2545 -
cups-Ipd: £ FHFTENIRSS 45

xinetd: &5 — R N RS AEBENEHB RS, HLingssfiptelnetitd 2 Ik %%
o

sshd: OpenSSHARS#%, & Telnet/?) %4 &AL

B A REGH I E RS, WRRSIERIBIT. Bl EHAEHFTENL, WA
i EoupsAk L1z 1T, MEEPR[EFEE H Fportreserv. W1 AR H:FNFSv3 %5 B #E AR FHINIS
(ypbindf2%5) , MM iZEEH rpebind. AMEERE A HHLIS SIS AT A I 2 AR SS, T H
LAk A CLF T FF IR AEAT T o 11

353 A" 2EHARSE

1.

AR 2% R 55 # R AN 2421, BT AT BEORPIAME I IR 55 o 87 B DR BT B A I
S5, XL AT X B 5 X 2% i 55 R PR AR L

AR 2 A B 1 X 2% S0 25 AR R 55«

- DA 5 A 2 AR R T A RS . IR BRI Ee i Telnet Al
FTP, EAIRNIER TEAAINE, NS R G f

- AN 7 SR i BUEREE o 1R 22 P USCHE W 2% (R S SR i AN N2, 1x 2e
WG Telent. FTP. HTTPHISMTP. 1R LM% 4 R4, LLUINFSFISMB
PAAS I 1) 75 20AE X 48 TR A S5 U2 o P 745 X S BT B AT BIR il A%
LSRRIt

AR B A 22 4 IR sl L dfrlogin. rshy telnet. UL M vsftpd.

P 255 5k Fshell#2)F (rlogin. tsh. DL Ktelnet) a4 fdiH LASZHFSSH. 1
HZ0%3.5.10 fREESSHA Ksshd.

FTPH AN Rz Feshell A FE R AN RSt 2242 B, (/N0 E - I EFTPIR S
ZRUAR MR . G RARBEFTPAR 55 2% %2 &= HIVETE 1 2 143.5.8 (REEFTPZ 4.

JSE/IN RS AR T3 917 2K 4 I A ) e 9% 0.4 -
- auth
- nfs-server
- smbll K&nbm (Samba)
- yppasswdd
- ypserv

- ypxfrd

AT A ok B TR B IE S, 1 fshal {FE hash B0k, 24 REUK, FAEZ4E
S, A .

- /etc/pki/tls/certs/ca-bundle.crt
- /etc/pki/tls/certs/ca-bundle.trust.crt

3.5.4 {RBE rpcbind

rpcbind il 45 /& WNISFHINFSZERPCHR 25 3E 4T 272 v I 0 e i) sF 9P b R . e OV UE ML) B
BEEEg, AT DL A IR S RVE L R 2 e 11, DR AR M R e L 22 4

(AR

B ANFSv4 R & E Zrpebind, AT A RErpebind 4 4 A % "ANFSv2feNFSV3 8 4T . 4o R 1B &3E 17
NFSv2s #NFSv3/R %25, #L% Zrpcbind.
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INSRIZATRPCAR ST, 7 BT DL SR AR -

£ TCPWrapper {&3F rpcbind

[AATCP Wrapperi% A Wk FHAUEE N, BT BAE FH TCP Wrapper [R fill % 4% 5% 2 B 1] 22 41
Vi M rpebind R 5518 H 2,

Ak, BRI RS BT I, B AP . FdE i S DNS H R AL e i)
PADhi& N4, B AT e i ] E0L4

{5& I BA X 5% 37 rpcbind
Bt — 2P IR U5 Mlrpebind AR 55, Bl & Az AR &5 A5 Vs Il firewal ld KR U], FF: FR 1) 5% EAA R
IV

DL R & firewalld Rich Text#n 2 P NPl 55— AN 2B RN £%192.168.0.0/24 3 1113
1 Crpebind ARk 5515 F 3 11D FITCPIERE IR o 35 AN 2 SZBLMA L = ML 3 [F] — b
HTCPIERRIRE . EFFTA L EHIEE. LN EEY rootH .

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="tcp” source
address="192. 168. 0. 0/24” invert="True” drop’

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="tcp” source
address="127.0.0.1” accept’

[FIAEH, ZPRHUDPYE, WIZIAE A BT a2

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="udp” source
address="192. 168. 0. 0/24” invert="True” drop’

AR

J--permanent7s /= 2| firewalld Rich Textér 4~ ¥, VAE ALK AL E .

3.5.5 {REE NIS &%

“WEE RIS (NIS) & —/RPCHRS, JTRFRZ Aypserv, T]Srpebind & AH ¢
MR&s— MG, 5B MAERRK PG HEIRMHE P 4. B EERER
BEAT WL
(DD zen

RABNTERIZIRS, AP TAMREEEHITEE.
NISHR %5 %% FHVF 2 B AR P 4. e 46 LA B F R

®  Jusr/sbin/rpc.yppasswdd: HFR Ayppasswddii%s, XANsEdr bR o vr A S S eOHENTS

&,
®  Just/sbin/rpe.ypxfrd: HF Aypxfrdkds, XA ERE 4 T i 9 2% INIS B A%
o

®  /usr/sbin/ypserv: X ZNISHRSS &%~ 2FE.

A MIBRIETT R, NISTERSFIMIRE FIF R %4, Bl NN, EFFA @M
SRR A DTS, AURENS A AR, PRI 0 FINTSEO PR , S50,
9 b, NISIERRCE A SR e 4, X tibm ot o A5 4.

FE RIS TNISIR S5 88, SE B R Marpebind iR 55 1) 2245, IEUN7E3.5.4 {-f&Zrpcbind
FMERE IR, SR A LR I 1)
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EER L
F T NISH i R4 (L M AUR S BN R s, T LAZER KOS, L7 B B R 22 4 R 2%
HZAT AR T, N 2 A R AL HINIS (5 8, To iR (IR 0 s i e XU o
AR 2% 45 B 177 5 1 % 4 T

ERAZEH NIS HE2FMENZ

HEF P ANTENIS IR S 24 DNS AL FINISIE 4, HS 4 ZENISIEL b O ATAT 1AL AT
PLTE R ZVE B 00T 18 FH i 2 MR 55 28 H HUE B .

. WS N N A H 2 2 31 X 4% B AR N (GRS IP
HE> A4 BAE fin 4 5 R 487 fete/passwdBRES «

ypcat —d <NIS domain> —h <DNS hostname> passwd
W RIXAN Bt # oot Y, A2 ABAT T nT @ i BA T iy 2 3K B ete/shadow 3L A :

ypcat —d <NIS domain> —h <DNS hostname> shadow

3=

4n 1% FlKerberos, #f 4 /etc/shadow S A7t 7~ 2 f% A ANIS R4t &

BRI AT MINISHS,  MIZEDNS EHLA A R — AN BN R e, Lol
o7hfawtgmhwg.domain.com. [FFEH, WAJAIE—A> “AFEPF)” FEHNISE % . Xk
ki # 1 18] 1ZNIS i 55 25 4845 5 0 R A

Ym%8/var/yp/securenets 3§

Wi fvar/yp/securenets A2 4 AU, BURMRAAMEAE BN 285 Rl X FG
B IBANISHL W BT 4% . 1 Je E M B RURAE 2O 30 -1 XD/ X 45
XF, IXFE—Kypserv R 230 87K [ %5 B 45 (1) 15 3K o

PLF s /var/yp/securenets SCAF 1) 5% H 7«

25b. 255. 2565. 0 192.168. 0.0

=

A=

BRBANISIR 5 BB, — < 24 4R 49 /var/yp/securenets L 4.

RABARIEATR PR IPIRR AT I PR Y, (H 50 7T BLER H1INIS i 55 4% 32 (1 i 55 1) I
7%,

S HECERSIKOHEA Rich Text AN

FTE SNISHR IR 55 2 #0 7] LA BC B Fi6 72 1 1, rpe.yppasswddFR4h GZSF93EFE o
VP P S SR o HEPIASNIS RS 2% 57 3 it Frpe. ypxfrd flypserv 73 Bt i [ 5
XAl VIR B KRR, DU 3t — 2D 7 1k N2 B IEANTS R 45 2% s 47 i A2
BMEIX— i, {E/ete/sysconfig/metwork FH AT LL Ny 217

YPSERV_ARGS="-p 834"
YPXFRD_ARGS="-p 835"
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A Frich text firewalld MU AT F 5+ 55 i) 15 58 Ak 55 #5% I £ i 1 BEAT (i A 190 2% «

# firewall-cmd ——add-rich-rule="rule family="ipv4” source address="192.168.0.0/24” invert="True”
port port="834-835" protocol="tcp” drop’
# firewall-cmd ——add-rich-rule="rule family="ipv4” source address="192.168.0.0/24” invert="True”
port port="834-835" protocol="udp” drop’

XYL, W RAE SRR H192.168.0.0/24 4%, T4 IR S5 2% 5k R ] 144231834 183 53
. #—80HTTCP, % ¥ TUDP,

¥ Kerberos TAUE

NISHFMEEAER, HAHEZER RS, TR A 524, /etc/shadowt i
TG A S A R I AT AR . AR NAR 3 AT DA I NS B PR 2 W 45 ik 1
A AbA Tk AT CLSCEE F P 44 DA R WA A5 50T . s 38 v DA P 35 ) A R s A 1R 2 5
RS, ki nT PATs [a) X 2 b 1A 0 - o

K K erberos il B AN AT, WA EL3H L W 25 AR IS A %Y, FT AR GEmt BN 4242 .

3.5.6 {RFE NFS &2

NFSyiL & nl i A AN A AR I TCPRE T A51%, (H'E MAENFSV3 MMEA, 1A & UDP;
TESFINFSv4RT, NFSHEZAWER]. BTA RAFINFSHI S FKerberosH 7 fl 43 41N
iE, fENRPCSEC _GSSWHZHLHL K —#54r . K NEulerOS S FENFSv3{#i Hrpcbind, LA
A FKrpebind(F S W AFEEN .

AR

RAAKATRZEIZRS, AP TOREE EHTRE,

EEA R

NFSv2AINFSv3E 48 Lok, Afes et it . DUERTA A FINFSHA B8 71Xl
FiKerberos ¥ 338 U RGEATINIE (HIEATIEPEMEINED o FENFSvA R, A LAEH
Kerberos; fEV2{V3'T, B OO Jo 2 FKerberos. 2418 FINFSv4R,
AR RS T NATEG B KRG, R4 AT e 2 K AL .

{RFE NFS & 1%E 0
M EHAERD, /ete/nfsmount.confirEiFfE TNFSH:EEDT, XalHTRER
F BRI,

1. HHANFSARS 2

AR

AT EANLMHRL, FHEIMHRAGTERRA—NLEFR. BARHEE
AT, BPTHR “Bd” IHRAAHFHEOTER, RRIUHAATRAFHEY
E%o

i Frode W n] S R S H BN “ R, IXAEARAAT I 2 20wl xf
HE M RAH T ENEBENH PR E. REEHMERMEL T, AR Hrw
I BN, RVFBAVIE, W2 KRRE S R B AR . X AFE IR H %,
an/tmpAl/usr/tmp

Frwi BiHE 20 H Sy, ZlE e 2InT S, XTI A AT BRI RURS . Bi AR RE ke
IS FH AR P DA BH ST A A7 %5 B Bl A7 D 25 S FE AL S () 2R, 3 Hh 3 H SR el N B
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AREERIR

IS AT A o B AR gk N AR AT DAYl A X Uz o — S P B TEAAT TG
SSHEEH e %0, [RIX RS 3 H A0 )UKo o i) s FH 256 i 313
Kerberos 7] LI KRS o

PR e H A 75 05 AR 2 P A e T H . FENFSHrZ5-#% A% F showmount-efiy
LKREEIZRS IR FHIINE . 1525 HBE R T A2

7% Fno_root_squashie 1, i H & EIA M LERET, CULR I AR %k
Wi, B2ER, ESWEEZEHne_root_squashiEli.

securelE /e i 55 2% o T e I0T, TR g5 2k im R BE M “OREE” o CIEAT
e BOAMHRT, REHSER AR/ S “RE” i H G D45 Ak 1024)
AT, oNES Eokik, &P R @ “nlfE5” A (Fan A ZNFS&
F SRAE X st L, ARMTE R/ L% b, i F P 2 o R 58 & P i [ root
A, R, SRR B e O T EEAT E A AR, X TR AT S, A
ANgam. i BT, BREIOREE i O A GEMR 2t ) j, B i I 2 K5
kerneros. P k#l. PLAEBRE R G R ER A el T S H.

W ATREMITE, K2R I AR B o 1. AR, FR B o 2 A BRI 550,
F S~ QU A RENFSEEE % ) Al DLk Bgm 5 58 & 1w .
Linux% J o] LLUEILHEH “noresvport” AR SR WRH P AEETH H %
R vrtiafE, A Pldst “insecure” §HEIRTE K

L PGSR RS AR MBI G . (RS BENFSHR S5 a3 ) _ L W B I, e
BERE VT ) AR N AR S5 25 N FT Y 25

HANFS%

1% Finosuidide Wi 2 2% 1118 F setuid F2 /% . nosuidi I 7] 2% F set-user-identifieraiset-
group-identifierfiz, X AJBH (EZEFEH i8I 12 17 setuid B2 7 3R B =y 4L, FE&
it R0 55 % v A7 FH 12 04E 10

noexecizE Il 7] 4% 12 P b B FTE W AT SO, A8 ik I AT B 1k P e R R
ITT XX RGP T2 e, S REHM (BMEA SR XHEREM

=, nosuidflinoexecik THR S bnvH I T .

% Fnodevi I v B 1E% 7 ikt “ device-files” 1R AR 15 & 1HE4T AbEE
resvportiZt W& & F i £E # AL, secure & AH M A IR 55 28 it 5 & T, resvportfR 7
HAEMAH “fREuwmE” Agedtri@im. “fRE” wmHel “mn4” by SR E AR
PR P BFEFY, BeltirootF o 0 B IX AN T2 (e 452 7 A FH AR B 103 11 5 R 55
2T I

A, PR TINFSER i HiKerberosiAiE . B FIXMNEEIEN: sec=krb5.
NFSv4 FEH KerberosiE AT H:%k, I8 HkebSi>R A PR 58 8%, 8 F kebSp ki
B AR . 7EH FHsec=krbSiFHATHER, LiRIXEESSAER 2], {HF BEENFSARS:
ox FICE .

NFSHk 55 it i 2 [l /ete/exports S, W7 T Y PIRLE SCA 22 48 L SORE I8 H SRS H 218
gL

s =

=

WA A, RS R T,

B, Jete/exports A H I LA TR iy 24T A 5L 5 FE Hlbob.example.com3L % /tmp/nfs/ H 5%
(R S A PR
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/tmp/nfs/ bob. example. com (rw)

F—J51h, BT ENRAK—ANEHE, X etc/exports 1 LA iy 447 AT SEILS E ML
bob.example.com L [F]— H & R AR, FIRSCILS “Pra N7 L= ine / 51
(=

/tmp/nfs/ bob. example. com (rw)

U ] showmount iy 45 & i 7 CBC B FINFSIL S, DA E L= I A A

showmount —e <hostname>

E{$£H no_root_squash IR

BB R, NFSH:ZE 2 Wroot P B — AN EREBUH P K 7, Binfsnobody 1 7 o iX
LK A root B B (9 ST (9 T4 5 5 5 Amfsnobody, 3% AT [ 11 F setuid 7 4134 ¥ B AR
A%

EE

4= R 4% Flno_root_squash, AR Z iZAZroot Al P #L7T VA B 24k F A R G P 69447 A,
HETRERL G AEFLLCH P EIAT,

NFS B RIEELE

NFSv42&EulerOSERAINFShi A, H'& B3R K4 TCPH #2049 1. W FINFSv3,
i 7w UL R S0 N e I oy 2

JINFSv3 T B i o NFSAEH ) 3m H 2 Hirpebind #EAT B 70 BE,  AE G 2 B7 K 5 L i
AIAE S IGE R . BRI IR NP, WIZIE F Jete/sysconfig/nfs S48 & B4 FH 1) g

.

® MOUNTD_PORT: HTH:# K TCPHUDP;H (rpe.mountd) .
® STATD PORT: AT E/RTCPHIUDPIRZ K% I (rpe.statd) o
® LOCKD TCPPORT: M ¥ nlockmgrfJTCPuiiH (rpe.lockd)
® [LOCKD UDPPORT: H FnlockmgrffJUDP#iiI1 (rpe.lockd) -

T,

RO KO TR A T A CIR G, N KIGHITRE, THLRDFT AR
TCPA=UDP#20495% @ (NFS) .

TENFSHR S % LB AT RS 28 135 4T rpeinfo -pan4, A A& Firfd F 3 O AIRPCAE .

3.5.7 {RFE Apache HTTP RS2 4

ApacheHTTPH 1R £ 1] FH B WA H A 7] F] T PR [ Apache HTTPIR S48 % 4. LAR /AT
f&i E A 41 T {E184T Apache HTTP R 55 %8 i 7] K FH A4 4 o

(seeg

RGBINT RIS, AP TOAREE ZEITR%.
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FEBNEF R, — BB AR AT Rt higqT. 74k, Hifk A oot /" 4

ARG N A BE CGIRAE H k. EMEBIX—xd, WAE ArootH 1247 AN fiv
4

<

chown root <directory name>
chmod 755 <directory name>

RGEH AN EEAE B DL N EC B LI (FE/ete/httpd/conf/httpd.conf FEATHC &) -

[ ]
[ ]
[ ]
o
PR httpd #2535

FollowSymLinks

ICHE A NBRINE T, DR GRG0 R 1555 B 42 21 P 0 IR 55 488 1) SO root H S, 1R
1T, Bln, B8« REEFF SR

Indexes

BARMTR A NBOINEH, (BIFAR 2. BB 1R D5 n) 3 b Y AE IR 55 a4 B ST )
ZMERIX AR 4 o

UserDir

AU FR 2 W BN RGP K P 2 e, PV SE F UserDirfg 4. 424E
fR4s4s LR A - 4 B, 208 A BL R 484

UserDir enabled

UserDir disabled root

X L84 F T root/ Z AN FTE H B %, nl3aE 2 B X iX —hag. EAE

R H) RIS . W2 UserDir disabled i 247 78 i LA #8423 B B FH

VB

ServerTokens

ServerTokensg 242 il 35 I 55 22 W R AR @SLA5 B, X ESEERSE . B

AFEFMES, B TS, U HE T E 2 CEE.

a.  ServerTokens Full (ERINIETD , $RULFTA ] HEE (OSZEAY L Firfii H (45
B o, flan.

Apache/2.0.41 (Unix) PHP/4.2.2 MyMod/1.2
b.  ServerTokens Prod&{# ServerTokens ProductOnly, #&4tLLF1E & :

Apache

c.  ServerTokens Major, F&ftLL {5 R
Apache/2

d. ServerTokens Minor, LI F{EE.:
Apache/2. 0

e. ServerTokens Ming{# ServerTokens Minimal, 2L F{E R
Apache/2. 0. 41

f.  ServerTokens OS, =t R
Apache/2.0.41 (Unix)
R UAd F ServerTokens Prodi& T, IXFE—3K, IR A WL T B R
FrMEATAEHE R

(D mm
i 47 M % IncludesNoExec#§ 4. ZINFLT, “IRHB3z#N”  (SSI) ALk Lik#ITH
Ao RIS LB, ENBREZEINLE, BACTRAAFRIFEZERZATRITH

4.

FEFEECTE LN, Bt M BRRR € httpd 85, DARRMIHTTPIRSS 451 ThAe. EESCliX—H
1), R RN AT IR, %6 24T H T 144t /ete/httpd/conf/httpd.conf ST {4 H1
L MR AR, an, EEMBRAREE, W 45 N A AT “ B TR,
N B AT IR IR
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#LoadModule proxy module modules/mod proxy. so

THIER, Jetc/httpd/conf.d/H s E 1 R I T I He (e B S

3.5.8 {RkE FTP &%

FTP &RER

E &

AL (FTP) 52— M ECALIRITCP ML, ISR M 25t stk BRI
S5 T AL A A, BRI, #RRRZE N, P AUONFTPRE — A% 4
i, H NI E AT E .

(M wen
FRBNT RS, F P T ORIEE TR,
Ny 4 4a e A T 5 B vsftpd FTPAR %% -

WA A FERT, AP HEERERER. BOAMEL T, EMEEEE TR
AER, RMEEUE RES R SRR RG89 5

B Rvstipd B USSR AR B, MIZIRAE /ete/vsftpd/vsttpd.conf XA LA R F5 4

ftpd banner=<insert greeting here>

& A5 BRI TR A T fi<insert_greeting_here>.

MTZATEEME, WEEHE R ERZinERER, WA G iR E
B4 N ete/banners/ (1T H % . fEARGIH, HTFTPIEEIERE B Alete/
banners/ftp.msg. LA T NSO B4 -

#aaHaHtt Hello, all activity on ftp. example. com is logged. HEH##HHAHE

EAftvsttpdH 5| XA EFAG B, WIZUTE /etc/vsfipd/vsttpd.conf SCAFHERINLL T 454

banner file=/etc/banners/ftp.msg

W] DL I IAE S 3745 18 FH TCP Wrapper 13 N iE$z .

fvar/ftp/ H S AL PTROE BE A4 K o BRI H S (0 5 18] B 1) 5 102 22 3 vsftpd BRI
B, XA R NS S AR, ONEE R B H SR B R EERR .

BOAEOL T, AP AR E AMER H K.

==
IIIEEE%!II

%o R e MMFTPIR 4 & 69 B 437 ), AF AR Z R EREBRUFENEE.

o [EX Ik

BERVrE SR P EAESE, IS4 BIAE var/fip/pub/FH AR S B 3. B R
1B, WIZE FrootH Friz 4T L N a4

# mkdir /var/ftp/pub/upload

T2, HUHRRCAPTIEE A P EEZEH RPN

# chmod 730 /var/ftp/pub/upload

Z H SR PRI SR R0 s -
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# 1s -1d /var/ftp/pub/upload
drwx-wx———. 2 root ftp 4096 Nov 14 22:57 /var/ftp/pub/upload

FOVFEE 4 P FERSS 4 B P N S N, X AR SR A .
F4bh, fEvsftpd T, TE/etc/vsttpd/vsfipd.conf LA HH RN LA 47

anon_upload enable=YES

RPP

EE

AFTP R R 20y R 3F R A B 6 P oAe EABATINGE, PTARITIRL AR P
IR PR P T FR 42

A M vstipd R ATA H P I, WIZ0LE /ete/vstipd/vsttpd.confH #s I LA R 45 4

local enable=NO

BRI o ZEEE IEFTPY; W A PRIK 7 8 e a2 K 7, il firootFH P 5B A
sudofF BT FH 7, e 15 BRL (1) 7 Vi Al FHPAMBI R S0 . - Fvsfipd I PAMPL B ST 1
#&/etc/pam.d/vsfipd.

BT AR IR S5 Hh B EE I K P

A Evsttpd P EE R E K P, W TG AE ete/vstipd/ftpusers A I - 44

3.5.9 {£FZ Postfix IR L

Postfix & HEAHEHREL (MTA) , ‘& H & ML (SMTP) fEFHLEMTAFIH
TR P i E AL IR 2 [ 5 B . BAME ZMTAER AT DLEE b 2 [8]

WME, HRKZEHGFAZFEM, Kb AT AT A FE R4 K32 H - B ER B A A AN 22 42 1)

VHIETER, . Postfix B L Sendmail 5 N EulerOSELIA FIMTA .

(D sten

RAGBARZRKIZRS, AP TOREEEHITRE,
R UAE FH Postfix AR 55 4% 1 FH P i ok LR 1) @it

BRI 45 265 Ak 55 Bo

RN B A ST, Bl 38 ] DR 25 & st f FH S AE ok AR 25 s kAT oK s, S8R
“HifR%% . L X} ete/postfix/main.cf3CAF HH 4R A BT IR ¥ g, ] DA ZHBRH 1k 2
Biifi. B HENCAEAERNTELIE, B0 L NFIkg, 4 Z 0B w2 & 148

Sk
{directive> = <value>

PAR — R 51354 AT I BR A 40 48 e 55 i«

® smitpd client connection rate limit: HLAZHT[A] P, AR5 P 220 51X AN IR S5 47 1%
B R G RERIMA Z0, Xl S IRE AL (B N, %% TR T IR IR
B Postfix BEEUR HERE IR —FE L . BRIATEDL T, AT HERRLES RS P %
o

® anvil rate_time_unit: X [ FR IO TR R IR . BUIAME 605D,

® smitpd client event limit exceptions: M A1 [ F iy & H BT HEBR IR . R
IEOLT, WAl HERAEE AR 5 .
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® smtpd client message rate limit: FAZAFIE]PY, 2 8% R dE4T 15 RAL 315 B A i
KIKEL (AEPostlixse 15 HAHEIIXEAFEED .

® default process limit: HEAEHF & IR 55 HIPostfix FREFE BRI B R . X A BR il T B
KN fEmaster.cf SCA RS 2 AR 45 T HGHE « BRIAE LT, TRAE N 100,

® queue minfree: TEBANFISCAERGirh, WU I & i s/ vl A1) (B9 9
K)o Postfix SMTP Ak 55 #5181 F b 45 4 SR FI W 745wl DABRUSCHEAE . BB T, 2
A] FH 23 (8] B B/ ME /N T message size limitH1.56%0), Postfix SMTPAR 55 %% | £ 46
AMAIL FROMAE 4 o 2 HAR E — AN 5 iy i ) FH 2 A dpe M R e, T 25 2 A4 i
—A~queue minfreefd, H K/NE/DiEmessage size limitf)1.56%. BRIAEH T,
queue_minfreefH /&0

®  header_size limit: F TEAAE AR K R NAE (BLEAT N RAD o W FRdR
K, Wr@EHRE &R AT, BI{E 4102400,

® message size limit: &S MR KXME (LFARAD , B EEHEE. BRIMEH
™, E 410240000
NFS LUK Postfix
TH 7R Espool H 3%, /var/spool/postfix/, JHEINFSILZESE . KOANFSv2FINFSv3A
ZRFE P IDAMAFFIDR S, Fr AP B 5 2 P v LU AHE I UID, 40
RS AR b PR IS 2 o

AR

AENFSv4 ¥ 1% FlKerberos, #tA42 XA . B HSECRPC GSSH AL H R AMIEUIDHE /7
NIE. 182, RIFLARER IR B R BINFSEF LT,

REREPHRIA P
R A PR Postfix Ik 55 #% E IR, e ihlinsee A - R Re it iR AR P
Vil Postfix iR 55 %5« A% ZE 1 W AE AR 2% 25 L W shelllik 1 U5 in), I Ho/ete/passwd SCAH-H 1
JIT 45 shell /| 7 #5552 Fl/sbin/nologin ™ (B T rootFH ' 241

= Postfix P mIlT

BB, Postfix i 13 € v RAGTAT A th [A] bk, 7T DL i 25 7 /ete/postfix/main.cf 3L
PERAZSE

P F /ete/postfix/main.cf3CfF, LAHLR R HIL T Fllinet_interfacesiy 217

inet interfaces = localhost

KR DR Postfix R IZISCR B A R ST AR B M RIS R R g R 554
T o RXAEEINBCE, I H AR Postfix 52 4 il o

inet_interfaces=all¥& & A] FH T- MR A T ALBR B, I B fo VFPostfix i Wy BT A 42 1 .
3.5.10 £RkF& SSH

Secure Shell (SSH) & —ANuRR I M ZE P, Al IS 22 4 1 IR 1E 5 HoAth R k470
W I SSHAEM IS BAT LI s, AT e Sl 4= o
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mEER

SMINIER 7%

SSHEZRFAE A I s P15 S Ui, X b R (A 5 22 4, A SR A ] AR IR ik
HHABRZ BRI S &, AN N Z HFINIE. A R WA 3 2 Ffk
ETEREZER, EZHEMINETE.

AT A N S 3 4T IAIE,  TE/ete/ssh/sshd_config LA H ] Pubkey Authentication it &
B TFEREN “yes” o« HER, XEABINKE. HPasswordAuthenticationfs 2 ¥ &

N “no” , WA HE BT B .

i Fssh-keygenfir 2 7] AZE B SSHEEH . W RAEH A HES BB T, HHSSHE
B, M2 p2048 0 RSAZ A . TEERINIEIL T, HEAMGF{E~ sshH . & n] U
F-bUI B O R . IR IEOL T, A FH2048F0 2 4R 2 % T .

fi~/sshHEH, BB ERIHNANESH. MiafTssh-keygentir &0, WHH 7 #2X FhER

L, IS4 BT A2 SO 2 i 44 9id . rsafllid rsa.pub, I HA9&H AHMFAEH . H
FARL BRI CRARVER B R B N BRSO T A A AR A NERAS AT, A S T

iR R, NHNTEMLIRZIH P HEG KN RS . H P ] LU ssh-copy-idfr 42K
FEIE AT S5 45

$ ssh—copy-id -i [user@]server

XA A2 H AR A HE I 2R 55 4% 1J~/.ssh/authorized key SCAFH . 2 H P B & ok
M550, sshd~F4P Rl oA A ST A

[FIREH, X T8 DL AR ENL ], P B B S e SSHE B IX AR IS
{5, 15 fR Mauthorized_key SCIFH# Bk Bir A5 A FH %8

S Z M E T EEE Z R 2GR, SIRFHRT KT LR IR ERBU T ), 8 &R
GBI bR . Zl TR Z R FEER KRG A, SaUsD i A & € A
WEJVE, A BB BAGHAT UG I .
1§ Ffl /etc/ssh/sshd_config 344+ ] AuthenticationMethodsfit & 154>, R $i & B Ad H FIIE
ﬁ““?io
(AFT
& R AE AT AR L ST EINE S .5k, P LRTREY —Wo &k Ly EM T, 714
EREARI A, BIIP, SRR R L ALARILS 2T,
4

AuthenticationMethods publickey, gssapi—with-mic publickey, keyboard-interactive

W R 228 S R B H P 2 i@ id publickey TAE Fllgssapi-with-mictAlE, B2 publickeyih
ilEMkeyboard-interactive\ilE, 84 R A1 ] _EiR ) AuthenticationMethodsfi 2 247 it &
[Fsshd~FH HEREA BEAS RIS AGHAT VT I o TEVERL, BB SR I UAUE 7 V4B AL A6
MFIBCE 54 (5040, /etc/ssh/sshd config {4 H i PubkeyAuthentication) , 77 I #ERfHE
Ja M.

Hith 7575 K& SSH &£

o hiliiA
i EulerOS AT At FISSHEMY,  BIAH I B A8 4T 32 RFSSH-1 LA K2 SSH-2 i A< ) 3
W, BRI EFHSSH-2/RA I . SSH-2J A HE R 1H iR SSH-14E T — L) 2
HE, I H K2 B e B Ak R A8 48 B SSH-20 74 AT H
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3.6 MiF

AW P SSH-2, X AT A SSH MO FT A% H AR A8 TR PRAP ¥ [l ik 31 K
k.. JEIt A% F /ete/ssh/sshdconfig SCAHH fIProtocol i B 45 4, 1] $i g sshd <4 it 2
JIT SCRF I RRAS B0 B8 AR RRAS B P BRIN IR E 22

BT
BRANIHOL T, ssh-keygentin 2228 il — X SSH-2RSABRIN &4 i FH-tie T, Ji it 45
A p A A B DSABYECDSA%4H . ECDSA

(EllipticCurveDigitalSignatureAlgorithm, 1[5 i 2k 50 725 42 Bk 1ERIE %4
KBTI AR B .t T A B I 2
JEBR A I
ERUAEOL T, sshds 4 ERE 2 (W 2200 2% i 1o B e [ 2080/ b REBZ BT H
BN LA A ) By, TG 3L 22 4 . 383 Ad H /ete/ssh/sshd_confighic &
A HPortE 4, AR ENG . WER, EARVEEEAER A O, AU
SELinux2RN K E . T E Aroothii A LA T84, 1&Mssh_port tSELinuxz$%Y, W]
PLSE R A -
# semanage —a -t ssh port t —p tcp port number

1E b4, HPortds 448 & I 154X B port_number.
HEroot & 5%

WL FTEAE j:lrootﬁﬁ JUE S, MNiZ{E/etc/ssh/sshd_config A FHH PermitRootLogin it
ET’Eé\mﬁﬁino T AR AR Jyroot ) B 5%, L W] DU AL W LA P B Sk R i
1T TAH AR %, H 2 JG3REL T roothBUR

3.6.1 ZLHIFESRTIER

3.6.1.1 B4tk

3+ 3-20 HéEIPR

Hipm | BRIE Xt R E

WKAE | EEAMASNIKSFRGAEZ | HERIEEIKS, #hE2 o8 E R
U | RIKST, FTIF A /ete/passwd, I | NATHIIGIS K, 2502, K E A

1L ANCE e R A 239, ﬁ’i‘ﬁ(ﬁﬂi&ﬁ%%)ﬁl
3.2.2.4 WEK T HHZ.

BERGKPZEER. T9F | HRKIA RZGK S 1shell A /2 /sbin/
X AF/etc/passwd, FE B RGN 1) | nologin, NI RO HAZ
Shell/& 75 J4/sbin/nologin..

HEH |2 N3243 MBRGHE, & | ARG HEDREM, B2

THEY | B ARGH SRR T . 3243 RBARGHIEETITRHER
4.
?@HE 24IRBERGHE, B | mRKRMBHE, HSH3243 05
aHER G AGHEETITEHE RS
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#edpIm | EARERME POPE -7t
B N3.244 WEFTIFRAR | HRIETRGEH A, AL R
&, BAEHIFRGEABHRA. BEHNTRE RS, B8, &
% ILzh-cn_topic_0045374928.xml.,
1 Ffauditct] -15% 25 F /etc/audit/ WNREH RIS A AT, NEIAAR T 2
auditrules3CHF, WINEHTHRIEZ | SEHE, ANEEPIMERZE TR,
BHEZH,
WS | KEYTTRANZSEEESSES | 5408, @1UCESEUE S8
B | WESE R —E 8, BEiEiEs 3271 eS8
MW ESH .
By k8% | a4 “iptables -S” BHERG K | A5 B KBS AR A ASE BEAGRLN, 4
TRMEE | BRI A E P AN B N 4 B L, U S B 1%
i L, EAREEVEVE Wiptablests B
3.6.1.2 43R
% 3-21 A4%irR
i) BRE POVNE Y
In
i WP RA SRR AR | AR B, B AT s S PR
M4 PR 2L R Ak P R EE T ERSATH, AR,
Y D5 3 0 ok A R BRR 2, EARERAETS
% 1.3.2.2.4 W EK AR
H503.2.2.9 BEKFE | SEKFTREEE, NT VL, oL
fE, WA HE | BK P AERERR
TERB W .
X0 152 1.3.2.3.2 EHE, BRI 2 0 ERE, B L B .
i & KRG A NG E IR
He g HEE
HSN3233WEME R | HRIAEZ KM, WK ILMER.
O, KEEAAZRIR
%o
BSN3.234 EENE | HRIAEZ &L, AR A BEI
BfE, KERGAELZR B AT E, NS,
Hs B FEALEGELS .
& B2 N3.243 BRERSH MR HECE R, e R
Gifay &, BEHEAERE,
il
NI B2 OS4SR REEY, PO E AR TR E A AR, N O4
B | MEODLSERERERT | BREEFIENOLSERE, iy e
il FFAEER, Ko
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Hip | BiERE Xt R FR e

L]
WS W R E 4 G SR VR B B B AN AL R, LIRS
¥, mEERHERER | REEREENBRRGE R DHERE, £
BN ERE AT

HZ IsullRgE, BE | HHSARZASulfR, W% sutU R4k
AT ARG A AsuBURIA | BISCH R I suBUR -

N

F RS V1% H A suUR

15 1.3.2.5.2 HSSH, LA, MEPEA—BER, FPEE
K A SSHI AL & 215 5 B, 4% FE R AR Dl B K i B O I

2.2.1.1 NESSHAR S F —

.

fE | S N3.2.6.0 KBS | HSCMERRE S, WS B YRR, HRE
PR | R, BESCHRBRZ T | SR, 5 03.2.6.1 BB SRR %17

de | BEAETR, PESSAFRUR .
3.6.2 AR & SE R
EulerOS_JHIZA & fiir 4 . xlsx
(sstm

EulerOS#:1f & % & TR A7 W AZM 2, % ZRedhatty B &, X 2/ 2EulerOS A #F 84 iip A Ao
b, ST AT R AAGr A, B P T AR g R R A R F manFE BE L, AR
¥ e,
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5 S G & 7 vk

ﬁ

mOEE A

®5-1mOERERE

IwOARR | w0 AT IPECE 7574 faWrim AT F/<A 75 7%
sshilk% |22 &4 /etc/ssh/sshd_config3L | systemctl stop sshdR[l ¢
5 FH 4 fFfListenAddress 7B, | FA T i A0
| BEENUTIP, L
sshd/Ik %-stop /& K AR 1H
A running, J7 AKX
sysmonitor/IR %~ & #7 fiA2
TETEFA%.
systemctl start sshdf/l
systemctl restart sshd B} T
7
dnsmasq. | 53 /etc/dnsmasq.conflic & IR
Erggfi@; listen-address=ip3th 1 systemctl start dnsmasq
*) Uit oy
KRS
systemctl stop dnsmasq
DHCPHR | 67 C[&H €5t H) ® /etc/dnsmasq.confic ® FTHFiR%:
SR 1024~65535 ([ H: systemctl start
Uit 11 IR listen- dnsmasq
address=192.168.65.10 By
1
o Jetc/dhon/dhend confHi systemctl start dhepd
etc/dhep/dhepd.con o
Bt | AR
T systemctl stop
server-name dnsmasq
"192.168.65.101"; #% e
Bl A L LA systemctl stop dhcpd
ViR A
: 5 s . .
i I
2T ° dnsmasq?8., H B3
dhepfR 4B FF 2 .

[ A% O A A2 3 5 dns £ 37
R =
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iwOEMR | w0 {RATIPEC & 7554 Wi O T /XA 7 3%
dhclient | 68 C[& & ¥ 1) AN SR riphc & X fEdhclient 15 3R 7> Fiip
@tiﬁq E‘]f‘ﬁdﬁ 1024~65535 (ISJE iﬂi‘ﬂ:lﬁﬁﬁ ’ lﬁfiﬁﬂj
H LS D SENCE
BE AL A AE B &S dns B
B A IR
ntpfk% | 123 ® [ic & ff/ete/ntp.conf | @ FTIFHRSSRISTIT 1 i
18 FH 1) 3 HRAT DABC B ntp I 55 2% s
m| P, f5i4: systemctl start ntpd
server 192.168.22.22 ® ARG HI G T v
® it & S /ete/ntp.conf M
HAT DABE B ntp ik 55 1 systemctl stop ntpd
W TP bk $4RH
- A 3 £ I FEntpa -, H
%Eﬁﬁﬁﬁ?imiﬁﬁ E%ntpl;ﬁ%‘ﬂfﬂ?lgo
interface ignore
wildcard
- Ry

192.168.22.22:
interface listen
192.168.22.22

sendmail | 25 & 24 /etc/mail/ FIF RS
Jik 2545 sendmail.cf, Addriji 2 Al systemctl start sendmail
0 WL 58 1T {7 TP '

. KA MRS
DaemonPortOptions=Port= .
smtp,Addr=192.168.125.39 | Systemetl stop sendmail

, Name=MTA
libvirtl | 16509 B8 M /ete/libvirt/ FTIF AR 55
S5 A FH Y libvirtd.conft'listen_addr | \ctemetl start libvirtd
Sram AL P, Gl | o

listen_addr = "192.168.1.9" | 7 HIMF:
systemctl stop libvirtd
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6 = (1BC & 1 FA

ERH=

BB 7E

ERG WAL T, TS, HERACE Linudh PR 6, Slpra e

B, Il A DR B RS

B E D4
PAT A

dmesg | grep tty
b ET By PN N E

00:07: ttySO at I/0 0x3f8 (irqg = 4) is a 16550A

ttySO {2 H AT 4 o

W AZIE T

- Jetc/default/grub" 4 1 “console=ttyS0,115200n8 console=tty0” .
R s

GRUB_CMDLINE LINUX="console=ttyS0, 115200n8 console=tty0”

- AR A, BT Mgrub.cfg.

grub2-mkconfig —o /boot/grub2/grub. cfg

[RAFY:

E@egF a6 L RE Rty (2TB4EHE) fttyS0 (1) |, P B agidfz
3% 0 2 XA 115200 bit/s 491& £ 3474 #r, Kx&nﬂ%&fm HAKEE TRz, 12RE
ERNA—MEARERRTL—ANEFRE, Pl Rl LR A ZED S lfd o2,

WA E 11 2 b

ATBERPHINCE, RENZIEE | console=ttyS0, systemd<: H 3/ i 3 £
(WEZ S8

securetty it &

TESCAF Jete/securetty AR FEMMAWT T —AT GEEATHIHBA ) -

ttySO

NN ET—47T )5, root ¥4 0] DL E 2@ & 1 Bk ARG, BN RAEE T
PLo
(AT

EulerOS £ /etc/securetty ' 2RIABL & T ttyS0.
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6 Hh TG E BB

5. HREARGRER
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7 N

7 R 1%L i B

EulerOSHE FIAR#E A%, BRAASCREFTAARE AL I, 77 i rT AR Mk 55 75 248 Hliptables

BEIAT BT, IR

& 7-1 EulerOS Z#thil 513

SZHRFIY

S

iAA

ICMP

1

W 254z 1] JH S Wp 7€ (Internet Control Message
Protocol) 7 M E& WU KIZ L il e —, HT
TCP/IP [ 2% H A& P2 2. o

IGMP

FEH & PR P (Internet Group Management
Protocol) & F - BH IRl 9 B0 130 2 4 4H 1 R 1)
—FRIEAE P

TCP

AEHEHp1 (Transmission Control Protocol)
P A ERR R ATEER) . BT AL
2SI HRFC 7935E Yo

UDP

17

P & dE 3 (User Datagram Protocol) #&
— AT ERL R T [ B HE AR AR = B, FHRFC
7685E X

UDPLite

136

BEgH PRSI, BERFC 38285 .

PIM

103

P TIERZ#E (Protocol Independent

Multicast) 7&Z M HPIE, 77 AR H RS
B ECE T R PR B CELFERIP,

OSPF. IS-IS. BGP%:) FrA:pliffi sk kA
P FESE L%

Nmapth 345 LR -
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7 N

#z 7-2 Nmap il 3R

PROTOCOL STATE SERVICE REASON
1 open icmp port-unreach
2 open|filtered igmp no-response
6 open tep proto-response
17 open udp port-unreach
103 open|filtered pim no-response
136 open|filtered udplite no-response
JRIGFH A pro.rar
[ Dsem

2. 103, 136%L 894K Hopen|filtered, £ B T Nmapt)ig 69 3N IR AL, AR I K, T QAT

A RE, AERSERE L EFF R
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8 SetUID HI SetGID {4413

SetUID F1 SetGID X {4513

8.1 SetUIDHISetGID L %13 (for X86_64. aarch64)

8.2 SetUIDAISetGID 344411 (for HMI)

8.3 SetUIDMSetGID I /4413 (for Baselmage)

8.1 SetUID F1 SetGID {4513 (for X86 _64. aarch64)

% 8-1 SetUID X3

SetUIDX R=E = | PR
/ust/lib/polkit-1/polkit-agent- root root 4755
helper-1

/usr/sbin/usernetctl root root 4755
/usr/sbin/unix_chkpwd root root 4755
/usr/sbin/pam_timestamp_check root root 4755
/usr/bin/crontab root root 4755
/usr/bin/su root root 4755
/usr/bin/at root root 4755
/usr/bin/gpasswd root root 4755
/ust/bin/mount root root 4755
/usr/bin/chage root root 4755
/usr/bin/newgrp root root 4755
/ustr/bin/umount root root 4755
/usr/bin/passwd root root 4755
/usr/bin/pkexec root root 4755
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SetUID # BE R4 BUBR
/ust/lib64/dbus-1/dbus-daemon- root dbus 4750
launch-helper

/usr/sbin/userhelper root root 4711
/usr/bin/chsh root root 4711
/usr/bin/chfn root root 4711
/usr/bin/sudo root root 4111
/usr/bin/staprun root stapusr 4110

¥ 8-2 SetGID X753
SetGID3C EBx &=4A BUR
/usr/sbin/netreport root root 2755
/usr/bin/cgexec root cgred 2755
/usr/bin/write root tty 2755
/usr/bin/cgclassify root cgred 2755
/usr/libexec/utempter/utempter root utmp 2711
/ust/bin/locate root slocate 2711
/usr/bin/wall root tty 2555
/usr/libexec/openssh/ssh-keysign root ssh_keys 2111
/ust/bin/ssh-agent root nobody 2111
8.2 SetUID #A SetGID 3 #5I3% (for HMI)
% 8-3 SetUID X5

SetUID3 RBx =t PR
/usr/bin/chage root root 4755
/usr/bin/gpasswd root root 4755
/usr/bin/mount root root 4755
/usr/bin/su root root 4755
/usr/bin/umount root root 4755
/usr/bin/crontab root root 4755
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SetUID # BE R4 PUBR
/usr/bin/passwd root root 4755
/usr/sbin/pam_timestamp_check root root 4755
/usr/sbin/unix_chkpwd root root 4755
/ust/sbin/usernetctl root root 4755
/usr/bin/newgrp root root 4755
/ust/libexec/dbus-1/dbus-daemon- | root dbus 4750
launch-helper

/usr/bin/chfn root root 4711
/usr/bin/chsh root root 4711
/ust/bin/sudo root root 4111

% 8-4 SetGID X5k

SetGID3Z 4 Bx B4 R
/usr/sbin/netreport root root 2755
/usr/sbin/sendmail.sendmail root smmsp 2755
/ust/bin/lockfile root mail 2755
/usr/bin/write root tty 2755
/usr/libexec/utempter/utempter root utmp 2711
/usr/bin/wall root tty 2555
/ust/bin/ssh-agent root nobody 2111
/usr/libexec/openssh/ssh-keysign root ssh_keys 2111

8.3 SetUID #A SetGID X {4513 (for BaseImage)

% 8-5 SetUID X513
SetUID RBRE R4 BUR
/usr/sbin/unix_chkpwd root root 4755
/usr/sbin/pam_timestamp_check root root 4755
/usr/bin/su root root 4755
/usr/bin/gpasswd root root 4755
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SetUID # BE R4 PUBR
/ust/bin/mount root root 4755
/usr/bin/chage root root 4755
/usr/bin/newgrp root root 4755
/usr/bin/umount root root 4755
/usr/bin/passwd root root 4755
/ust/lib64/dbus-1/dbus-daemon- root dbus 4750
launch-helper

/usr/bin/chsh root root 4711
/usr/bin/chfn root root 4711

% 8-6 SetGID X5

SetGID R=E = | PR
/usr/bin/write root tty 2755
/ustr/libexec/utempter/utempter root utmp 2711
/ustr/libexec/openssh/ssh-keysign root ssh_keys 2111
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SecureCAT GRS

EulerOS{# ] SecureCAT TR #i45 73 i 70, VR4S IWLANT 70 Hrfe ot -
EulerOS-V2.0SP2 Basic_SecureCat_report.rar
EulerOS-V2.0SP2_HMI SecureCat_report.rar

EulerOS-V2.0SP2 Baselmage SecureCat report.rar
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10.1 33929 - PCI DSS compliance

10.2 56209 - PCI DSS Compliance : Remote Access Software Has Been Detected
10.3 17704 - OpenSSH S/KEY Authentication Account Enumeration

10.4 17705 - OPIE w/ OpenSSH Account Enumeration

10.5 17744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port Bouncing

10.6 78655 - OpenSSH SSHFP Record Verification Weakness

10.7 86328 - SSH Diftie-Hellman Modulus <= 1024 Bits (Logjam)

10.8 85382 - OpenSSH < 7.0 Multiple Vulnerabilities

10.9 84638 - OpenSSH < 6.9 Multiple Vulnerabilities

10.10 85690 - OpenSSH < 7.1 PermitRootLogin Security Bypass

10.11 90022 - OpenSSH < 7.2 Untrusted X11 Forwarding Fallback Security Bypass
10.12 90023 - OpenSSH < 7.2p2 X11Forwarding xauth Command Injection
10.13 900104 - SFTP cd / Command Privilege Escalation

10.14 900208 - The private key encryption check

10.15 93194 - OpenSSH < 7.3 Multiple Vulnerabilities

10.16 96151 OpenSSH < 7.4 Multiple Vulnerabilities

10.17 99359 - OpenSSH < 7.5

10.18 900102 - SFTP Brute-force attack

10.1 33929 - PCI DSS compliance

iR

Name 33929 - PCI DSS compliance
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Synopsis

The remote host has been found to be NOT COMPLIANT with
the PCI DSS external scanning requirements.

Description

The remote host is vulnerable to one or more conditions that are
considered to be 'automatic failures' according to the PCI DSS
Approved Scanning Vendors Program Guide (version 2.0). These
failures include one or more of the following :

- Vulnerabilities with a CVSS base score greater than or equal to
4.0

- Unsupported operating systems

- Internet reachable database servers (must validate whether
cardholder data is stored)

- Presence of built-in or default accounts

- Unrestricted DNS Zone transfers

- Unvalidated parameters leading to SQL injection attacks
- Cross-Site Scripting (XSS) flaws

- Directory traversal vulnerabilities

- HTTP response splitting/header injection

- Detection of backdoor applications (malware, trojan horses,
rootkits, backdoors)

- Use of older, insecure SSL/TLS versions (TLS v1.1 is the
minimum standard)

Details of the failed items may be found in the 'Output' section of
this plugin result. These vulnerabilities and/or failure conditions
will have to be corrected before you are able to submit your scan
results for validation by Tenable to meet your quarterly external
scanning requirements.

If you are conducting this scan via Nessus Cloud and either
disagree with any of the results, believe there are false-positives,
or must rely on compensating controls to mitigate the vulnerability
then you may proceed with submitting this report to our PCI portal
by clicking on 'Submit for PCI Validation'. You may login to the
Tenable PCI portal using your Nessus Cloud credentials and
dispute or provide mitigation evidence for each of the residual
findings.

See Also

http://www.pcisecuritystandards.org

https://discussions.nessus.org/community/pci

Solution

N/A

Risk Factor

High

Plugin Information:

Publication date: 2008/08/07, Modification date: 2015/07/23

Ports

tep/0

CVSS Base Score

N/A
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ShER

XANEPCI DSSE MG A, A2 58 = 7 SAHT ML OB s 22 b i, EulerOSAN K i
.

10.2 56209 - PCI DSS Compliance : Remote Access
Software Has Been Detected

iR

Name 56209 - PCI DSS Compliance : Remote Access Software Has
Been Detected

Synopsis A remote access software has been detected.

Description Due to increased risk to the cardholder data environment when
remote access software is present, please 1) justify the business
need for this software to the ASV and 2) confirm it is either
implemented securely per Appendix D in the ASV Program
Guide, or disabled / removed. Please consult your ASV if you
have questions about this Special Note.

See Also N/A

Solution N/A

Risk Factor Medium

CVE No. N/A

Plugin Information: | Publication date: 2011/09/15, Modification date: 2015/03/23

Ports tep/0

CVSS Base Score N/A

STHTER

XA FEPCI DSSE A, 2 28 =7 SAHT I\ BE 2 4 br e,  EulerOSANE M TR
.

10.3 17704 - OpenSSH S/KEY Authentication Account
Enumeration

e T A

Name 17704 - OpenSSH S/KEY Authentication Account Enumeration
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Description | OpenSSH 4.6 and earlier, when ChallengeResponseAuthentication is
enabled, allows remote attackers to determine the existence of user accounts
by attempting to authenticate via S/KEY, which displays a different
response if the user account exists, a similar issue to CVE-2001-1483.

CVE No. CVE-2007-2243

Base Score 5.0

SthaER

EulerOSH f{1OpenSSH AN, & S/KEY 2 FE, A2 IR iR o

10.4 17705 - OPIE w/ OpenSSH Account Enumeration

Py G5 3%

Name 17705 - OPIE w/ OpenSSH Account Enumeration

Description | OpenSSH, when using OPIE (One-Time Passwords in Everything) for
PAM, allows remote attackers to determine the existence of certain user
accounts, which displays a different response if the user account exists and
is configured to use one-time passwords (OTP), a similar issue to
CVE-2007-2243.

CVE No. CVE-2007-2768

Base Score 4.3

ShER

EulerOSH FIPAMAEL, £ OPIE, A2 bR S

10.5 17744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port
Bouncing

Py L3S

Name 17744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port Bouncing

Description | The default configuration for OpenSSH enables AllowTcpForwarding,
which could allow remote authenticated users to perform a port bounce,
when configured with an anonymous access program such as AnonCVS.

CVE No. CVE-2004-1653

Base Score 6.4
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EulerOSERiA 15 & AllowTcpForwarding no, AN32 iR 520

10.6 78655 - OpenSSH SSHFP Record Verification
Weakness

iR
Name 78655 - OpenSSH SSHFP Record Verification Weakness
Description | It was discovered that OpenSSH clients did not correctly verify DNS
SSHFP records. A malicious server could use this flaw to force a
connecting client to skip the DNS SSHFP record check and require the user
to perform manual host verification of the DNS SSHFP record.
CVE No. CVE-2014-2653
Base Score | 4.3
STETEER

EulerOS T\ & fEopenssh-6.6.1p1- 11125, it ARk

10.7 86328 - SSH Diffie-Hellman Modulus <= 1024 Bits
(Logjam)

PN 3%

Name 86328 - SSH Diffie-Hellman Modulus <= 1024 Bits (Logjam)

Description | A flaw was found in the way the TLS protocol composes the Diffie-
Hellman exchange (for both export and non-export grade cipher suites). An
attacker could use this flaw to downgrade a DHE connection to use export-
grade key sizes, which could then be broken by sufficient pre-computation.
This can lead to a passive man-in-the-middle attack in which the attacker is
able to decrypt all traffic.

CVE No. CVE-2015-4000

Base Score 4.3

DGR

.4 fLopenssh-6.6.1p1-25. 4185, BEAL MR
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10.8 85382 - OpenSSH < 7.0 Multiple Vulnerabilities

P pEE 3%

ShER

Name 85382 - OpenSSH < 7.0 Multiple Vulnerabilities

Description The kbdint next device function in auth2-chall.c in sshd in OpenSSH
through 6.9 does not properly restrict the processing of keyboard-
interactive devices within a single connection, which makes it easier for
remote attackers to conduct brute-force attacks or cause a denial of
service (CPU consumption) via a long and duplicative list in the ssh -
oKbdInteractiveDevices option, as demonstrated by a modified client that
provides a different password for each pam element on this list.

CVE No. CVE-2015-5600

Base Score 8.5

Description A security bypass vulnerability exists in sshd due to improper handling of
username data in MONITOR REQ PAM_INIT CTX requests. A local
attacker can exploit this, by sending a MONITOR REQ PWNAM
request, to conduct an impersonation attack. Note that this issue only
affects Portable OpenSSH.

CVE No. CVE-2015-6563

Base Score 5.6

Description A privilege escalation vulnerability exists due to a use-after-free error in
sshd that is triggered when handling a
MONITOR REQ PAM FREE CTX request. A local attacker can
exploit this to gain elevated privileges.
Note that this issue only affects Portable OpenSSH.

CVE No. CVE-2015-6564

Base Score 8.5

Description A local command execution vulnerability exists in sshd due to setting
insecure world-writable permissions for TTYs. A local attacker can
exploit this, by injecting crafted terminal escape sequences, to execute
commands for logged-in users.

CVE No. CVE-2015-6565

Base Score 7.0

® (CVE-2015-5600. CVE-2015-6563. CVE-2015-6564: .4 {Eopenssh-6.6.1p1-221%

2, iRk,

® (CVE-2015-6565: iZJwiF H §Miopenssh-6.8416.9, EulerOS{i# i 1) /& openssh-6.6,

A2 IR B2 o
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10.9 84638 - OpenSSH < 6.9 Multiple Vulnerabilities

imiEEd
Name 84638 - OpenSSH < 6.9 Multiple Vulnerabilities
Description | The x11_open_helper function in channels.c in ssh in OpenSSH before 6.9,
when ForwardX11Trusted mode is not used, lacks a check of the refusal
deadline for X connections, which makes it easier for remote attackers to
bypass intended access restrictions via a connection outside of the permitted
time window.
CVE No. CVE-2015-5352
Base Score | 4.9
2K TECES

EulerOS H #ixorg-x11-server /425 H 7 XSECURITYH f&, /2 0penSSHIGIZE S A
AERKR, T, KA K.

10.10 85690 - OpenSSH < 7.1 PermitRootLogin Security
Bypass

Py 3%

85690 - OpenSSH < 7.1 PermitRootLogin Security Bypass

StheER

EulerOS &\ % & PermitRootLogin no, At AR .

10.11 90022 - OpenSSH < 7.2 Untrusted X11 Forwarding
Fallback Security Bypass

PR

Name 90022 - OpenSSH < 7.2 Untrusted X11 Forwarding Fallback Security
Bypass
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Description

According to its banner, the version of OpenSSH running on the remote
host is prior to 7.2. It is, therefore, affected by a security bypass
vulnerability due to a flaw in ssh(1) that is triggered when it falls back from
untrusted X11 forwarding to trusted forwarding when the SECURITY
extension is disabled by the X server. This can result in untrusted X11
connections that can be exploited by a remote attacker.

CVE No.

CVE-2016-1908

Base Score

43

ThER

EulerOS .4t fEopenssh-6.6.1p1-2518 &, LA iR .

10.12 90023 - OpenSSH < 7.2p2 X11Forwarding xauth
Command Injection

90023 - OpenSSH < 7.2p2 X11Forwarding xauth Command Injection

According to its banner, the version of OpenSSH running on the remote
host is prior to 7.2p2. It is, therefore, affected by a security bypass
vulnerability due to improper sanitization of X11 authentication credentials.
An authenticated, remote attacker can exploit this, via crafted credentials, to
inject arbitrary xauth commands, resulting in gaining read and write access
to arbitrary files, connecting to local ports, or performing further attacks on
xauth itself. Note that exploiting this vulnerability requires X11Forwarding
to have been enabled.

CVE-2016-3115

pEREET YN
Name
Description
CVE No.
Base Score

4.9

StheER

EulerOS &\ 4 fEopenssh-6.6.1p1-2518 &, AL AR K .

10.13 900104 - SFTP c¢d / Command Privilege Escalation

PN 3%

Name

900104 - SFTP cd / Command Privilege Escalation
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Description Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent
Service Credential: SSH Check Method: stepl: Check the remote
server to see whether it provide SSH service. step2: Use correct
username and password to login the SFTP server. step3: Try to
switch the directory to root directory ' cd /', and get the file list.
If succeed then means there is vulnerability. Vulnerability Detail:
SFTP service should provide limited privilege for the users. User
is not allowed to get the privilege of the root directory.
Vulnerability Source: ICSL Ticket

CVE No. N/A

CVSS Base Score 6.0

KGN PIWISFTPH P &S B AR H X5 HUR

R AR TR BRI 08 “SETPER M 7 , WAIWOY R, 7 Et T2k,
BRANZH 0 H AR HAHABRAA 7, 8 a5 iz BRRH 2, F 1
B RIZH P ALET R EMRE S, HBE, MFHREZH 0 H R 517
WE, BN AR AT R G A I, s 2 %I T4

EulerOSA & AR # AR S, NEE “SFTPERHAFT” , ¥ A ItiwiE.

P T EAR I S bRl 25 3 s B AT T, W RAFAESFTPER A7, RRRSI A ESH
Ui, HEeUTR4EE B3 SO, BEE 54 H2.2.1.1 TDE SSHAR S

10.14 900208 - The private key encryption check

Py g 3%

Name 900208 - The private key encryption check

Description | Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent Service
Credential: SSH Check Method: step1: Login the system. step2: Find
certificate files in specified directory '/opt' and '/export'. File type: 'cer|crt|
der|pem'. step3: Finde key fils ,File type : "key | key'. step3: Check each
file to see whether its an un-encrpyted private Key . Vulnerability Detail:
Private Key which is not encrpyted is considered to be unsafe. Vulnerability
Source: ICSL Ticket/Red Line 2.0 The private key of the certificate is not
encrypted, does not conform to safety regulations.

The private key of the certificate is not encrypted :
File: /etc/ssh/ssh_host rsa_key

File: /etc/ssh/ssh_host_ecdsa_key
File: /etc/ssh/ssh_host ed25519 key

CVE No. NA
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Base Score 4.0

DGR

EulerOSf§ R OpenSSHIAFJE 14, ERINAE L N /ete/ssh/ H 5% N AE S SHIMAE A I
HostKey, HARWIT:

% 10-1 SSH 1185 HostKey SCH3TR % &

SSH1Y HostKey3 #

SSH vl /etc/ssh/ssh_host key

SSH v2 /etc/ssh/ssh_host dsa key

SSH v2 /etc/ssh/ssh_host ecdsa_key
SSH v2 /etc/ssh/ssh_host ed25519 key
SSH v2 /etc/ssh/ssh_host rsa key

OpenSSH# 4 B #f Z >R HostKey NREINEE, WI'R:

ormally this program generates the key and asks for a file in whic
0 store the private key. The public key is stored in a file with
he same name but “ .pub" appended. The program also asks for a

aqqphraqe The passphrase may be empty to indicate no passphrase
{ kevq muqt have an emptv passphraqe) or it may be a qtr‘lng of

PRl L S TS 5 %5 OpenS SHE A F (T HostKey A& FH,  JE 1] @

10.15 93194 - OpenSSH < 7.3 Multiple Vulnerabilities
PENEE LS

Name 93194 - OpenSSH < 7.3 Multiple Vulnerabilities
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Description

According to its banner, the version of OpenSSH running on the remote
host is prior to 7.3. It is, therefore, affected by multiple vulnerabilities:

- A flaw exists that is due to the program returning shorter response times
for authentication requests with overly long passwords for invalid users
than for valid users. This may allow a remote attacker to conduct a timing
attack and enumerate valid usernames.

(CVE-2016-6210)

- A denial of service vulnerability exists in the auth password() function in
auth-passwd.c due to a failure to limit password lengths for password
authentication. An unauthenticated, remote attacker can exploit this, via a
long string, to consume excessive CPU resources, resulting in a denial of
service condition. (CVE-2016-6515)

CVE No.

CVE-2016-6210
CVE-2016-6515

Base Score

8.5

StheER

CVE-2016-6210: EulerOSfEopenssh- 6.6.1p1-28. 12185, AL HiRIK;

CVE-2016-6515: EulerOS7Eopenssh- 6.6.1p1-28 h48 5, LA NiRik.

10.16 96151 OpenSSH < 7.4 Multiple Vulnerabilities

Py G5 3%

Name

OpenSSH < 7.4 Multiple Vulnerabilities
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Description | - A flaw exists in ssh-agent due to loading PKCS#11 modules from paths

that are outside a trusted whitelist.A local attacker can exploit this, by using

a crafted request to load hostile modules via agent forwarding, to execute

arbitrary code. To exploit this vulnerability, the attacker would need to

control the forwarded agent-socket (on the host running the sshd server) and

the ability to write to the file system of the host running ssh-agent.
(CVE-2016-10009)

- A flaw exists in sshd due to creating forwarded Unix-domain sockets with
'root' privileges whenever privilege separation is disabled. A local attacker
can exploit this to gain elevated privileges.(CVE-2016-10010)

- authfile.c in sshd in OpenSSH before 7.4 does not properly consider the
effects of realloc on buffer contents, which might allow local users to obtain
sensitive private-key information by leveraging access to a privilege-
separated child process. (CVE-2016-10011)

- A flaw exists in sshd within the shared memory manager used by pre-
authenticating compression support due to a bounds check being elided by
some optimizing compilers and due to the memory manager being
incorrectly accessible when pre-authenticating compression is disabled. A
local attacker can exploit this to gain elevated privileges.
(CVE-2016-10012)

DGR
® (CVE-2016-10009: C\Z:#Fopenssh-6.6.1p1-28 h6fiRAMBE

® (CVE-2016-10010: EulerOSf# FfJopenssh, 3%FCentOS 7+ openssh6.6RIGHELL,
centos M\openssh-3.3/3.3p1 45 5 F 1 RFAL4r B, 11 H. sshd socket#% & A& LLEGHT
Iife, ftopenssh6.6hXANIEARLEER, PHIAYS K LRI .

® (CVE-2016-10011: C.&fFopenssh-6.6.1p1-28 h8FH 185, A HiRik .
® (CVE-2016-10012: C.4:fFopenssh-6.6.1p1-28 h11H1585E, At HiEik.

10.17 99359 - OpenSSH < 7.5

iR
Name 99359 - OpenSSH < 7.5
Description According to its banner, the version of OpenSSH running on the remote
host is prior to 7.5. It is, therefore, affected by an information disclosure
vulnerability :

- An unspecified timing flaw exists in the CBC padding oracle
countermeasures, within the ssh and sshd functions, that allows an
unauthenticated, remote attacker to disclose potentially sensitive
information. Note that the OpenSSH client disables CBC ciphers by
default. However, sshd offers them as lowest-preference options, which
will be removed by default in a future release.
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ShER

EulerOS{E N H#fLinux 2 4t, JRAEH CentOS 74T HIYEAYS,  XJopenssh, 3T CentOS
7+ openssh6.6JRALFELE, HATEIE, & K EREIFEEbugfZ 2R, AW Kbk
.

10.18 900102 - SFTP Brute-force attack

Py 3%

Name 900102 - SFTP Brute-force attack

Description Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent Service
Credential: SSH Check Method: step1: Check the remote server to see
whether it provide SFTP service. step2: Use correct username and
password to login the server, then logout the server. step3: Try correct
username and incorrect password to login the server for 50 times in short
time. step4: Use correct username and password to login the server. If
login succeed, the system has vulnerability. Vulnerability Detail: The
remote SFTP server has no mechanism to defend Brute-force attack. Red
Line2.0 required products to take one or more of the following measures
to support anti-brute force:1) Account locking 2) IP address lockout 3)
Login delay 4) Verification code 5)IP address whitelist. Vulnerability
Source: Red Line2.0/ICSL Ticket Exception: if 'supplied logins_only' set
True, this plugin will not execute. Exception: Right now our plugin can
check 1) and 2). If your system use 3)Login delay or 5)IP address
whitelist measures, our selfdevelped plugin may give wrong alarm about
the risk in the report. Please ignore the alarm. Thank you!
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